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ABSTRACT
A recent study, sponsored by JRC Ispra and carried out by members of
EWICS TC7, examined the extent to which existing standards addressed the
security of the information and communications technology (ICT) systems
used in safety related applications.
The study found that there was currently no code of practice specifically
covering the security management aspects of safety critical systems. Such a
code of practice would provide a common basis for European safety critical
industry to develop, implement and maintain effective security management
practice. There is also no standard or guideline that specifically recommends
baseline security protection measures for these systems. It would be helpful if
there existed a common basis for European industry to determine appropriate
baseline protection measures to counter security threats for safety critical
systems. In the light of the increasing importance attached to ensuring that
safety critical systems can withstand security threats, the study recommended
that work should be undertaken to establish a code of practice specifically
covering the security management aspects and baseline protection measures
for safety critical systems.
As a first step work has been carried out by members of EWICS TC7 to
evaluate the applicability of the international standard for information
security management ISO/IEC 17799 and the German Baseline Protection
Manual to the special needs of safety critical systems.
This report presents the result of this evaluation and concludes that,
principally because both the documents studied are strongly focussed on
business information assets and its processing and make no reference to IEC
61508, they do not adequately address the needs of safety critical systems. The
study recommends that documents giving guidance on a code of practice for
security management and protection measures for computer based safety
related systems should be produced.
The study further recommends that research should be undertaken to
determine the extent to which redundancy and diversity, already used to
improve the reliability and safety can also act as a countermeasure to security
threats.
The work was sponsored by JRC Ispra. The work carried out was jointly
funded by members’ affiliations and by funding made available under a
study contract with JRC Ispra.
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1. INTRODUCTION
This report describes work carried out by members of EWICS TC7 (the
European Workshop on Industrial Computer Systems - Technical Committee
7 Reliability, Safety & Security) under Contract N° 20215 – 2002 - 12 F1EI ISP
GB from JRC Ispra. The work carried out was jointly funded by members’
affiliations and by the funding made available under the contract.
EWICS TC7 (the European Workshop on Industrial Computer Systems Technical Committee 7 Reliability, Safety & Security) meets four times per
year. Its membership covers representatives from regulators, industrial users,
researchers and members of standards committees. It produces guidelines,
holds workshops and each Fall runs a specialist conference - SAFECOMP.
EWICS TC7 has been an active group since the mid 1970’s - there is no
restriction to membership - all interested experts are welcome to attend. The
Systems Security subgroup was set up over 10 years ago and since 1994 has
followed closely and contributed to the evolution of standards in its field.
A previous study1, similarly sponsored by JRC Ispra and carried out by
members of EWICS TC7, examined the extent to which existing standards
addressed the security of the information and communications technology
(ICT) systems used in safety related applications. This is a matter of increasing
concern as public and private networks become more and more
interconnected providing the communications for safety critical systems as a
part of critical national infrastructures.
The study found that there was currently no code of practice specifically
covering the security management aspects of safety critical systems. Such a
code of practice would provide a common basis for European safety critical
industry to develop, implement and maintain effective security management
practice. There is also no standard or guideline that specifically recommends
baseline security protection measures for these systems. It would be helpful if
there existed a common basis for European industry to determine appropriate
baseline protection measures to counter security threats for safety critical
systems. A risk assessment technology could be developed to determine if a

1

“The Standardisation And Regulatory Environment for the application of worldwide
standards relevant to the use of Programmable Electronic Systems in Safety Related and
Security Applications - Part II - National Regulatory Requirements” issued in May 2001. Can
be accessed at http://www.ewics.org/vanilla/uploads/public/RoadMap/RdMapD22.pdf.
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higher level of security above the baseline is needed. An infrastructure may
be required to certify an organisation's conformance to these standards and
guidelines.
In the light of the increasing importance attached to ensuring that safety
critical systems can withstand security threats, the study recommended that
work should be undertaken to establish a code of practice specifically
covering the security management aspects and baseline protection measures
for safety critical systems.
As a first step the international standard for information security
management ISO/IEC 17799 and the German Baseline Protection Manual
should be evaluated as to their applicability to the special needs of safety
critical systems. The aim of the evaluation would be to determine whether:
1. the standard and the baseline protection manual adequately address the
needs of safety critical systems or;
2. the standard and the baseline protection manual would benefit from an
associated guidance document covering the application of the standard and
the baseline protection manual to safety critical systems or;
3. a separate standard and the baseline protection manual (or an addendum
to the existing standard) specifically addressing the needs of safety critical
systems would be beneficial.
This report presents the result of this evaluation.

RdMapD31.doc MARCH 2003
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2. SCOPE, EVALUATION METHOD AND
STRUCTURE OF THE REPORT

2.1 SCOPE
A previous study2 found that there was currently no code of practice
specifically covering the security management aspects of safety critical
systems. The study also found that there was also no standard or guideline
that specifically recommends baseline security protection measures for these
systems. Two documents, the international standard for information security
management ISO/IEC 17799 and the German Baseline Protection Manual
were identified in that report as providing such guidance for information
processing systems. The study recommended that these two documents
should be evaluated as to their applicability to the special needs of safety
critical systems and that the aim of the evaluation would be to determine
whether:
1. the standard and the baseline protection manual adequately address the
needs of safety critical systems or;
2. the standard and the baseline protection manual would benefit from an
associated guidance document covering the application of the standard
and the baseline protection manual to safety critical systems or;
3. a separate standard and the baseline protection manual (or an addendum
to the existing standard) specifically addressing the needs of safety critical
systems would be beneficial.
This report presents the result of this evaluation of these two documents.
2.2 EVALUATION METHOD
The method used to evaluate the applicability of ISO/IEC 17799 and the
German Baseline Protection Manual to the needs of safety critical systems was
as follows:

“The Standardisation And Regulatory Environment for the application of worldwide
standards relevant to the use of Programmable Electronic Systems in Safety Related and
Security Applications - Part II - National Regulatory Requirements” issued in May 2001.
2
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Individuals who are experts in their field prepared a one-page description of a
generic example of a safety critical system in each of four industrial sectors.
The sectors chosen are nuclear, rail, medical and power distribution. The
descriptions are given in Appendices 8.1 to 8.4.
These experts were asked to assume that they had been tasked with
identifying the security requirements for such a system, implementing
appropriate protection measures and setting up an appropriate security
management system covering all phases of the system lifecycle. They were
further asked to assume that their expertise did not cover any security aspects
and that they were seeking guidance to enable them to carry out these tasks.
They were then asked to evaluate the applicability of the guidance given in
ISO/IEC 17799 and the German Baseline Protection Manual, to these tasks for
their particular example. They assessed the applicability of each section of the
documents as being either:
Not applicable (NA) – not of particular use for their example system
even if applicable to other systems e.g. e-commerce etc. or;
Applicable (A) – of use in their role of ensuring that the safety of their
example system is not compromised through any breach of security or;
Very applicable (VA) – virtually essential – a key requirement to
ensuring that the safety of their example system is not compromised
through any breach of security.
They also commented as to whether the text as written was:
OK - can be interpreted for use for safety critical systems without any
additional guidance or;
AG - additional guidance would be beneficial.
Finally for each section of the documents they stated whether in their opinion
and in relation to the issues covered by this section, there are any important
aspects particular to the security of safety critical systems that have not been
adequately addressed – (YES/NO).
NO – there are no important aspects particular to the security of safety critical
systems that have not been adequately addressed.
YES – The following important aspect(s) particular to the security of safety
critical systems have not been adequately addressed.
There were aspects particular to the security of safety critical systems
identified that are not adequately addressed in the two documents studied

RdMapD31.doc MARCH 2003
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where it was difficult to associate the inadequacy with a particular section. A
list of these aspects is presented in sub-section 6.1.
2.3 STRUCTURE
Section 1 of the report gives some background and a brief introduction to the
study. Section 2, this section, gives the scope of the study, a description of
evaluation method used and an outline of the structure of the report. As an
aid to the evaluation process, Section 3 of the report provides lists of possible
threats and vulnerabilities.
The results of the evaluations for ISO/IEC 17799 are presented in Section 4
and for the German Baseline Protection Manual in Section 5. At the end of
each section there is a discussion sub-section which gives an overview of the
evaluations.
Included in Section 6 – Conclusions and Recommendations is an introductory
sub-section – General. In addition to providing an overall summary of the
findings this sub-section gives details of aspects particular to the security of
safety critical systems not adequately addressed in the two documents
studied. The subsection also offers some suggestions as to the possible content
of a sector specific guideline.
Section 7 provides details of documents referenced in the report.
Appendices 8.1 to 8.4 present descriptions of the example systems used by the
experts in the review process.
For ease of reference, Appendix 8.5 presents a summary table of review
results for ISO/IEC 17799 results and Appendix 8.6 a similar summary table
for the baseline protection manual.

15
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3. THREATS AND VULNERABILITIES

3.1 THREATS
A threat is a potential action or event that would trigger one or more impacts
rendering the systems insecure, unsafe and/or unreliable. The threats could
be through either intentional or unintentional events. The following lists of
known threats to information systems in general also encompass threats to
safety critical systems. Not all threats will be relevant to every system. Much
will depend on the detailed design and operating environment of the system
under consideration. Nevertheless, used in conjunction with the example
systems outlined in the Appendices, the list provides a useful aide-memoire
when assessing the applicability of the two documents being reviewed in this
study. The list has been taken with permission from a briefing paper being
compiled by the System Security sub-group of EWICS TC7.
Unintentional events or accidents include:
-

Errors and Omissions (e.g. management, operators, developers,
installers, documentation)

-

Environmental (e.g. power failures, fire, flood, earthquakes,
temperature, chemical, missile, dust, vibration, plague, physical (e.g.
cable cuts), humidity, media ageing, pestilence)

-

Relocating equipment

-

Inadequate Maintenance

-

Component/system failure

Intentional or malicious events include:
-

Software attacks (e.g. Trojan Horses, time & logic bombs, e-mail,
viruses, worms)

-

Backdoor or Trapdoor (software and hardware) vulnerability

-

Monitoring disposals

-

Spoofing, Masquerading and fictitious users (e.g. obtaining free
services)

17
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-

Infrastructure Interference (e.g. denial of service)

-

Infrastructure Observation (e.g. line tapping)

-

Human Engineering, insider jobs

-

Corruption (e.g. bribes)

-

Network Access (e.g. Packet Insertion, Modifying, Watching, Sniffing,
Grabbing, War Dialling)

-

EM Emanations (Van Eck bugging)

-

PABX hacking/bugging

-

Electronic interference e.g. (jamming, EMI, EMC, EMP)

-

Process bypassing

-

Re-routing (e.g. Call Forwarding forgery)

-

Input Overflow (e.g. denial of service)

-

Using Network probes (e.g. Satan)

-

Physical (e.g. equipment theft, back-up theft))

3.2 THREAT AGENTS
Sources of threat include:
-

Employees – Do not underestimate the insider threat.

-

Recreational and institutional hackers

-

Investigators and brokers

-

Criminals including international crime syndicates

-

Dissidents and terrorists

-

Spies – including commercial operators

-

State sponsored and private intelligence agencies

-

Information Bandits collecting information for resale
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Reasons for attacks include:
-

Incompetence

-

Negligence

-

Fraud

-

Sabotage

-

Impairment (e.g. psychological, physical)

-

Psychopathic

-

Espionage (e.g. obtaining intelligence)

-

Self-Advancement (e.g. publicity seeking, action groups)

-

Laziness

-

Curiosity

-

Dissatisfaction

-

Terrorism

-

Mischief

-

Revenge (e.g. disgruntled employee)

-

Blackmail

-

Work Around (e.g. false alarms)

-

Information Superiority (military or commercial)

The current threat to individual computer systems is up to very high and to
the national infrastructures is low but growing.
The German Baseline document lists the following threats. Again not all
threats will be relevant to every system.
Force Majeure
-

Loss of personnel

-

Failure of the IT system
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-

Lightning

-

Fire

-

Water

-

Burning cables

-

Inadmissible temperature and humidity

-

Dust, soiling

-

Loss of data due to intensive magnetic fields

-

Failure of a wide area network

-

The effects of catastrophes in the environment

-

Problems caused by big public events

-

Storms

Organisational Shortcomings
-

Lack of, or insufficient, rules

-

Insufficient knowledge of requirements documents

-

A lack of compatible, or unsuitable, resources

-

Insufficient monitoring of IT security measures

-

Lack of, or inadequate, maintenance

-

Unauthorised admission to rooms requiring protection

-

Unauthorised use of rights

-

Uncontrolled use of resources

-

Poor adjustment to changes in the use of IT

-

Data media are not available when required

-

Insufficient bandwidth planning

-

Insufficient documentation on cabling
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-

Inadequately protected distributors

-

Impairment of IT usage on account of adverse working conditions

-

Loss of confidentiality of sensitive data in the Unix system

-

Non-regulated change of users in the case of laptop PCs

-

Inadequate labelling of data media

-

Improper delivery of data media

-

Inadequate key management for encryption

-

Inadequate supply of printing consumables for fax machines

-

Inadequate organisation of the exchange of users

-

Lack of evaluation of auditing data

-

Security flaws involved in integrating DOS PC's into a server-based
network

-

Loss of confidentiality of sensitive data of the network to be protected

-

Reduction of transmission or execution speed caused by Peer-to-Peer
functions

-

Lack of, or inadequate software test and release procedures

-

Lack of, or inadequate documentation

-

Violation of copyright

-

Software testing with production data

-

Inadequate domain planning

-

Inadequate protection of the Windows NT system

-

Inadequate line bandwidth

-

Siting of Novell Netware Servers in an insecure environment

-

Absence of, or inadequate activation of Novell Netware security
mechanisms

-

Lack of auditing under Windows 95
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-

Inappropriate restriction of user environment

-

Uncontrolled usage of communications lines

-

Lack of, or inadequate implementation of database security mechanisms

-

Complexity of a DBMS

-

Complexity of database access

-

Poor organisation of the exchange of database users

-

Complexity of the NDS

-

Migration of Novell Netware 3.x to Novell Netware Version 4

-

Incompatible active and passive network components

-

Conceptual deficiencies of a network

-

Exceeding the maximum allowed cable/bus length or ring size

-

Insecure transport of files and data media

-

Inadequate disposal of data media and documents at the home work place

-

Lack of, or inadequate, training of teleworkers

-

Delays caused by a temporarily restricted availability of teleworkers

-

Poor integration of teleworkers into the information flow

-

Longer response times in the event of an IT system breakdown

-

Inadequate regulations concerning substitution of teleworkers

-

Loss of confidentiality through hidden pieces of data.

-

Uncontrolled use of electronic mail

-

Inadequate description of files

-

Inadequate storage of media in the event of an emergency

-

Novell Netware and date conversion to the year 2000

-

Operation of non-registered components
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-

Strategy for the network system and management system is not laid down
or insufficient

-

Unauthorised collection of personal data

-

Inappropriate handling of security incidents

-

Uncontrolled use of faxes

-

Lack of or defective rules for the RAS system

-

Complexity of the SAMBA Configuration

-

Lack of or Inadequate IT Security Management

-

Inappropriate administration of access rights

3.3 VULNERABILITIES
How vulnerable a system is to security threats depends upon the details of the
system design/architecture, its operating environment and the nature of the
threats to security to which it is likely to be subjected. Once a threat profile
has been determined for the system in a defined operating environment, a
study can be carried out to determine the consequences of each of the
postulated security breaches. A risk analysis can then be carried out to
identify if any of the postulated security breaches give rise to an unacceptable
level of risk. In this way, vulnerabilities can be identified and appropriate
countermeasures put in place.
Vulnerabilities may exist in the design/architecture of the system, its
complexity, scalability, the flexibility it offers, the way its operated, how it is
configured, how accessible it is, and how robust its supporting facilities are.
•

Design and architecture vulnerabilities cover single points of failure
and replication of flaws in multiple identical modules.

•

Complexity issues include sensitivity to variations in user input and
predictability of external behaviour.

•

Scalability issues cover undetected changes arising from the ease
with which a system or component can be modified to fit the
problem area.

•

Flexibility issues cover undetected changes arising from ease of
modification and maintenance.
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•

Operation and configuration issues include vulnerabilities to denial
of service attacks through lack of capacity and recoverability after
an attack.

•

Accessibility includes physical access, logical access especially in
remote access and access to system information.

•

Supporting facilities include power, water, air-conditioning and
communications.

The above list is not claimed to be exhaustive. The key to determining the
vulnerabilities of a system, in a given operating environment, subjected to
identified threats, is the application of an approved standard risk assessment
methodology.
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4. ISO/IEC 17799

4.1 GENERAL
Individuals who are experts in their field prepared a one-page description of a
generic example of a safety critical system in each of four industrial sectors.
The sectors chosen are nuclear, rail, medical and power distribution. The
descriptions are given in Appendices 8.1 to 8.4.
These experts were asked to assume that they had been tasked with
identifying the security requirements for such a system, implementing
appropriate protection measures and setting up an appropriate security
management system covering all phases of the system lifecycle. They were
further asked to assume that their expertise did not cover any security aspects
and that they were seeking guidance to enable them to carry out these tasks.
They were then asked to evaluate the applicability of the guidance given in
ISO/IEC 17799 and the German Baseline Protection Manual, to these tasks for
their particular example. They assessed the applicability of each section of the
documents as being either:
Not applicable (NA) – not of particular use for their example system
even if applicable to other systems e.g. e-commerce etc. or;
Applicable (A) – of use in their role of ensuring that the safety of their
example system is not compromised through any breach of security or;
Very applicable (VA) – virtually essential – a key requirement to
ensuring that the safety of their example system is not compromised
through any breach of security.
They also commented as to whether the text as written was:
OK - can be interpreted for use for safety critical systems without any
additional guidance or;
AG - additional guidance would be beneficial.
Finally for each section of the documents they stated whether in their opinion
and in relation to the issues covered by this section, there are any important
aspects particular to the security of safety critical systems that have not been
adequately addressed – (YES/NO).
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NO – there are no important aspects particular to the security of safety critical
systems that have not been adequately addressed.
YES – The following important aspect(s) particular to the security of safety
critical systems have not been adequately addressed.
In the tables that follow the column headings relate to the examples given in
Appendices 8.1 to 8.4 viz. A-nuclear, B-rail, C-medical and D-power.
In this section the individual clauses of ISO/IEC 17799 entitled “Information
technology — Code of practice for information security management” are
evaluated in this way. The subsection headings are the titles of the various
clauses in the standard.
4.1.1 What is information security?
Outline of section
Gives the meaning of information security in the context of the ISO/IEC
17799, which is focussed on business information assets processing.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

AG

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

YES

YES

NO

NO

Comments
A. Clearly the defining of information and information security is desirable
but the designers, owners and operators of safety critical systems will not
easily relate to the descriptions given. No mention is made of the impact
on safety of a breach in security.
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B. The definition is targeted at business and investment protection. It has to
be translated to people of the “safety community” to understand the
impact of security threats to safety related systems (not only
“organizations”), to raise awareness, especially since terminology and
views of “safety” and “security” people are different.
C. The text given is only an overview description that is true and applicable
in most cases.
D. The definition given in this section is business oriented. In business we use
term “information”. Safety critical systems are real-time control or
protection systems and in these systems rather terms “signals” and “data”
are used.
4.1.2 Why information security is needed
Outline of section
Gives the reasons why information security is in the context of the ISO/IEC
17799, which is focussed on business information assets processing.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

VA

A

VA

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

YES

YES

NO

YES

Comments
A. It would be beneficial to rewrite this clause emphasising the aim of
ensuring that no breaches of security impact adversely on a safety
system’s ability to function as specified. No mention is made of the impact
on safety of a breach in security. No mention is made of the impact on
safety of a breach in security.
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B. Text raises awareness of impact of security breaches to organizations, the
impact on systems safety has to be addressed additionally.
C. The text is general in nature, therefore applicable to almost all systems.
D. Like in previous section and almost all next sections all definition and
consideration are business oriented and for example in this section
confidentiality, integrity and availability of information are considered
essential “to maintain competitive edge, cash-flow, profitability, legal
compliance and commercial image.” In case of safety critical systems the
hazards and risks connected with the aspect of safety of the safety critical
systems must be clearly and understandable described.

4.1.3 How to establish security requirements
Outline of section
Identifies three main sources of security requirements.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

VA

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

AG

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

YES

Comments
A. In applying this section to safety systems this section should indicate how
the establishment of security requirements related to the establishment of
safety requirements.
B. Very applicable, but the section of the standard saying “The third source is
the particular set of principles, …. for information processing that an
organization has developed to support its operation” has to be explicitly
expanded to the safety of technical operations of a system such as
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railways, including not only operations but also real-time control. Risk to
the public (not only the organization) is also an important issue.
C. The text is general, therefore applicable to almost all systems. Additional
guidance concerning the way in which the requirements are to be analysed
could be given
D. Only risks to the organization are considered. In the case of electric power
networks, which are national critical infrastructures, also risks to society
and environment and risks connected with operation of other
infrastructures supplied by power networks must be taken into
consideration.
4.1.4 Assessing security risks
Outline of section
Provides a top level description of security risk assessment
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

YES

Comments
A. In the case of a safety system a hazard and operability or similar risk
assessment study will have been carried out as specified in IEC 61508 to
determine the safety requirements. This section should mention this and
indicate the relation between the safety requirements and the security
requirements.
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B. Hazard and risk assessments are also required by IEC 61508; specifically
the interaction between safety and security have to be considered in case
of safety critical systems.
C. Text is general in nature, therefore applicable to almost all systems
D. See Section 4.1.3.
4.1.5 Selecting controls
Outline of section
Gives guidance on the selection of controls.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Text should mention controls necessary to ensure the integrity of the
safety functionality of the safety system and how controls specifically
designed to avoid security breaches interact with these.
B. Controls may differ in case of safety-critical systems, countermeasures can
additionally address safety issues considering security breaches similar to
non-intentional defects, faults or failures of hardware or software.
C. The text is general in nature, therefore applicable to most systems.
D.
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4.1.6 Information security starting point
Outline of section
Describes a baseline set of controls.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

A

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

YES

Comments
A. Mention should be made under controls essential from the legislative
point of view of the need to meet relevant regulatory requirements
B. Additional controls should be described as typical for safety critical
systems which will as well address impact of security breaches to safety
systems similar to non-intentional faults (see 4.1.3. – 4.1.5.)
C. The text is general in nature, therefor applicable to most systems.
D. See Section 4.1.3.
4.1.7 Critical success factors
Outline of section
Lists factors critical to achieving tight information security.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
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when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
A. With possibly very minor word changes directly applicable to safety
systems
B. Direct applicable, but not complete to target specifically the requirements
of safety critical systems (see 4.1.3. – 4.1.5.)
C. The text gives a good list of critical factors which apply.
D.
4.1.8 Developing your own guidelines
Outline of section
If a more specific code of practice is required, this section suggests that
ISO/IEC 17799 could be used as a starting point for the development of such
a guide.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK
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are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Recommended that this code of practice should form the starting point for
a sector specific guideline for computer based safety critical systems.
B. Specifically the sentence “…additional controls not included in this
document (ISO 17799) may be required…” should be understood in the
sense of comments to 4.1.3. – 4.1.5. with respect to typical safety related
systems in the railway sector.
C. The text is general in nature, therefore applicable to all systems.
D.
4.2 SCOPE (1)
Outline of section
Defines the scope of the document.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. With possibly very minor word changes directly applicable to safety
systems
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B. A remark should be added not to restrict this paragraph to “the
organization”, to address the wider context in case of safety critical
(railway) systems.
C. The text is general in nature, therefore applicable to all systems.
D.
4.3 TERMS AND DEFINITIONS (2)
Outline of section
The definitions given are those that should be used when making use of
ISO/IEC 17799.
4.3.1 Information Security (2.1)
Outline of section
Defines information security in terms of confidentiality, integrity and
availability.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

YES

Comments
A. It would be useful to make clear any differences between these definitions
and definitions of integrity and availability used elsewhere in connection
with safety systems.
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B. Add information on definitions in the context of dependability as used in
IEC 61508 and related standards (controls, data, signals).
C. The text is general and applies to all systems.
D. Definitions are given regarding “information”. For example in control
engineering we are rather considering terms “data” and “signals”
(“control signals”).
4.3.2 Risk Assessment (2.2)
Outline of section
Defines risk assessment.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

YES

YES

NO

NO

Comments
A. The text defines risk assessment only in terms of the risk to information or
information processing systems. For application to safety critical systems
an explanation of how this risk assessment relates to and feeds into the
overall safety risk assessment would need to be included. Text should
include a second sentence. “Together with an assessment of the impact of
any breach of its security on the ability of the safety system to function as
specified.”
B. Overall risk assessment (system and environment) has to be taken into
account (security takes a more narrow look at the situation).
C. The text is general and applies to all systems.
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D.
4.3.3 Risk Management (2.3)
Outline of section
Defines risk management.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

YES

YES

NO

NO

Comments
A. This clause specifically covers only security in relation to its IT systems. A
breach of security could still adversely affect a safety system’s ability to
function as specified without affecting any associated its information or its
information processing system.
B. Address explicitly overall dependability management of the system.
C. The text is general and applies to all systems.
D.
4.4 SECURITY POLICY (3)
4.4.1 Information Security Policy (3.1)
Outline of section
Defines what is meant by an information security policy.
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Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

YES

Comments
A. True for all systems and organisations.
B. Very generic text, details which have to be managed separately for safety
critical systems (not only “information”) are addressed in the following
(sub-) paragraphs.
C. The text is general and applies to all systems.
D. See Section 4.1.3. In this section and in other sections of this standard,
security is considered regarding information (“information security”). In
control signals and data used by a real time control systems there is an
information, but we do not use the information, it is used only by
computer system, and therefore we rather use term “computer security”
then “information security”.
4.4.1.1

Information security policy document (3.1.1)

Outline of section
Describes the minimum contents of an information security policy document.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
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when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

YES

Comments
A. Applies for all systems and organisations.
B. Security as addressed here tells only part of the whole story: To maintain
safety although security breaches may occur should be a specific focus in
security policy for safety critical systems and addressed here too.
C. The text is general and applies to all systems.
D. In the definition of information security given in point a) security aspects
connected with hazards for safety should be included.
4.4.1.2 Review and evaluation (3.1.2)
Outline of section
Describes the process for reviewing and evaluating an information security
policy document.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK
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are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

YES

Comments
A. Applicable to all systems and organisations
B. If comments to 4.4.1.1. are taken into account, this subparagraph covers all
aspects.
C. The text is general and applies to all systems
D. In point b) should be added “… and equipment under control (EUC)
operation and performance. Sometimes applied security controls can have
impact on availability and performance of a real-time control or protection
system.
4.5 ORGANIZATIONAL SECURITY (4)
4.5.1 Information Security Infrastructure (4.1)
Outline of section
Describes a framework to manage information security within an
organisation.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

39

RdMapD31.doc- MARCH 2003

Comments
A. With some possible minor modification to the wording.
B. Under the aspects already covered by comments before, fully agreed.
C. The text is general and applies to all systems.
D.
4.5.1.1 Management information security forum (4.1.1)
Outline of section
Describes the role of a management information security forum.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. True for all systems and organisations
B. If extended in the full meaning to operations and control of safety related
systems, OK.
C. The text is general and applies to most systems, although it is probably not
of major concern for the medical system.
D. Not only exposure of ” information assets” to major threats but also
exposure of the safety critical system should be explicitly considered.

RdMapD31.doc MARCH 2003

40

4.5.1.2 Information security co-ordination (4.1.2)
Outline of section
Describes the role of a cross-functional management forum.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. True for all systems and organisations
B. If extended in the full meaning to operation and control (see 4.4.x.x. and
4.5.1.1.) fully compliant with safety standards.
C. The text is general and applies to most systems.
D. See Section 4.5.1.1.
4.5.1.3 Allocation of information security responsibilities (4.1.3)
Outline of section
Defines procedures for allocating responsibilities.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A
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B

C

D
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not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. True for all systems and organisations
B. If wording is understood/interpreted in the sense of the safety
community, fully compliant with safety standards.
C. The text is general and applies to most systems.
D.
4.5.1.4 Authorization process for information processing facilities (4.1.4)
Outline of section
Lists possible controls associated with a management authorisation process
for information processing facilities.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO
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Comments
A. True for all systems and organisations
B. Easy to interpret for safety critical systems.
C. The text is general and applies to most systems.
D.
4.5.1.5 Specialist information security advice (4.1.5)
Outline of section
Describes the role, and possible form of, specialist information advice.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

A

NA

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

YES

Comments
A. True for all systems and organisations
B. Co-operation with safety management required. Separation of security
and safety management is not desirable.
C.
D. It seems that organizations, which operate national critical infrastructures
with safety critical systems, should have their own experienced computer
system security specialists.
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4.5.1.6 Co-operation between organizations (4.1.6)
Outline of section
Covers interactions between organisations.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. True for all systems and organisations
B. National rail infrastructure providers and all service providers and
operators have to be included.
C.
D.
4.5.1.7 Independent review of information security (4.1.7)
Outline of section
Describes the need for independent review.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example
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B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

A

VA

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

YES

Comments
A. True for all systems and organisations
B. Independent review should be done together with safety management
review.
C.
D. It seems that in the case of safety critical systems applied in national
critical infrastructures there should be a requirement that the review must
be carried out by an independent third party organization and a
government agency.
4.5.2 Security Of Third Party Access (4.2)
Outline of section
Covers key points if third party access is involved.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the

NO

NO

NO

NO
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security of safety critical systems that have not
been adequately addressed (YES/NO)
Comments
A. True for most systems and organisations
B. Will become even more important in the future (several operators on the
same tracks, infrastructure providers crossing national borders, public
communication providers etc.)
C.
D.
4.5.2.1 Identification of risks from third party access (4.2.1)
4.5.2.1.1 Types of access (4.2.1.1)
Outline of section
Identifies different types access by third parties.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. This is a key aspect for safety critical systems and could be further
expanded.
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B. Could be further expanded with respect to typical sectoral examples
(railway equipment, track side signaling, traffic management, etc.)
C.
D.
4.5.2.1.2 Reasons for access (4.2.1.2)
Outline of section
Identifies different reasons for third party access.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. True for all systems and organisations
B. Should be further expanded (examples, typical sectoral issues of railway
operation and management today and in the future)
C.
D.
4.5.2.1.3 On-site contractors (4.2.1.3)
Outline of section
Deals with the specific case of on-site contractors.
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Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generically applicable
B. Generically applicable, may be enhanced by typical examples for the
railway (or other) sector.
C.
D.
4.5.2.2 Security requirements in third party contracts (4.2.2)
Outline of section
Lists terms which should be considered for inclusion in contracts covering
third party contracts.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example
not applicable (NA), applicable (A), very
applicable (VA).
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A

B

C

D

VA

VA

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generically applicable
B. Almost complete, look for typical railway issues.
C.
D.
4.5.3 Outsourcing (4.3)
Outline of section
Covers the security aspects of outsourcing information processing.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
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A. Again for safety critical systems the risks to the system arising from any
breaches of security relating to associated information and information
processing need to be assessed.
B. Safety related risks in management and control of the (railway) system
should be addressed specifically (it’s not only “information” and
“organization” in the classical sense !). Limitations of contractual measures
in providing a sufficient level of safety should be highlighted. (Safety is
not only an insurance issue !).
C.
D. It seems that it should be considered if organizations operating safety
critical infrastructures should give responsibility for their safety critical
systems to workers from outside of the organizations.
4.5.3.1 Security requirements in outsourcing contracts (4.3.1)
Outline of section
Addresses contractual aspects and controls related to the outsourcing of
information processing.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. It is desirable for safety critical systems to avoid outsourcing. However if
use is made of outsourcing this becomes a key issue.
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B. See 4.5.3. – outsourcing is a really critical issue if selected as an option !!
Security and safety management of operations may become more
expensive than the profit gained by outsourcing if the safety standard
should be maintained.
C.
D.
4.6 ASSET CLASSIFICATION AND CONTROL (5)
4.6.1 Accountability For Assets (5.1)
Outline of section
Identifies the need for assets to have nominated accountable owners.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Applicable to all systems and organisations.
B. Very generic – it should be made very clear that safe operations are to be
maintained, not only information assets (or this term has to re-defined in
an appropriate manner, expanded meaning for safety critical systems).
C.
D.
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4.6.1.1 Inventory of assets (5.1.1)
Outline of section
Lists examples of assets and the need to maintain an inventory of them.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Would benefit from some changes to the wording to relate more obviously
to safety critical systems.
B. Easy to interpret for the railway sector (e.g. services = transportation safe
and in time at predictable cost etc.)
C.
D.
4.6.2 Information Classification (5.2)
Outline of section
Covers the need to classify information in order to ensure that information
assets receive an appropriate level of protection.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
RdMapD31.doc MARCH 2003

52

when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
A. An important aspect for safety critical systems.
B. Very important, classification should be extended to sectoral requirements.
C.
D. As mentioned in one of the previous sections in the case of safety critical
systems important aspects are input and output data and signals, and the
security of the systems regarding their safety critical functions. Section 4.6
can be used with reference to such assets associated with safety critical
computer systems as mentioned in Section 4.6.1.1: databases, system
documentation, user manuals, operational and support procedures, etc.
Protecting of these assets must be clearly separated from ensuring security
of safety critical systems
4.6.2.1 Classification guidelines (5.2.1)
Outline of section
Provides guidance on classifying information.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

VA

A

A
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the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
A. Generally applicable.
B. Generally applicable, to be applied properly it should be expanded to
sectoral terms and issues (risk to the public, loss of confidence – public risk
perception of railway accidents is much more critical than of road traffic
accidents).
C.
D.
4.6.2.2 Information labelling and handling (5.2.2)
Outline of section
Covers procedures for labelling and handling classified information.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
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A. Generally applicable.
B. See remarks to 4.5.x and 4.6.
C.
D. See Section 4.6.2.
4.7 PERSONNEL SECURITY (6)
4.7.1 Security In Job Definition And Resourcing (6.1)
Outline of section
Addresses the security responsibilities of employees and third party users.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
A. Generally applicable.
B. Generally applicable, training issues and work conditions should be
included for safety reasons.
C.
D.
4.7.1.1 Including security in job responsibilities (6.1.1)
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Outline of section
Covers the need to include security roles and responsibilities in job
descriptions.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable.
B. Should be combined with the related safety roles and responsibilities.
C.
D.
4.7.1.2 Personnel screening and policy (6.1.2)
Outline of section
Lists checks that should be carried out in relation to staff handling sensitive
information.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example
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B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable.
B. Training and re-training issues should be included.
C.
D.
4.7.1.3 Confidentiality agreements (6.1.3)
Outline of section
Covers the need for and management of confidentiality agreements.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
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A. Generally applicable.
B. Generally applicable.
C.
D.
4.7.1.4 Terms and conditions of employment (6.1.4)
Outline of section
Deals with the need to include the employee’s responsibility in the terms and
conditions of employment.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable.
B. Copyright laws etc. may not be important in case of railway operators,
railway specific examples should be added to make the paragraph more
applicable.
C.
D.
4.7.2 User Training (6.2)
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Outline of section
Identifies the need to minimise possible security risks through training.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

YES

Comments
A. Generally applicable
B. Since some group of “users” in the complex of railway operations and
maintenance may not be aware of potential criticality of their activities
(sometimes just having access to a part of the system may open a backdoor
for experienced intruders, and the owner may not be aware of this) this is
important for safety critical systems.
C.
D. Users should to know principles of a safety critical system, equipment
under control (EUC), and hazards and risks associated with security
breaches.
4.7.2.1 Information security education and training (6.2.1)
Outline of section
Identifies appropriate training and the need for regular updates.
Applicability of section
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In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

YES

Comments
A. Generally applicable
B. Advice on the relation to safety issues should be given for training and
education.
C.
D. As for Section 4.7.2.
4.7.3 Responding To Security Incidents And Malfunctions (6.3)
Outline of section
Covers procedures and responsibilities for reporting security incidents.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

OK

OK

OK

OK

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
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are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable. Safety and security problems should be handled in
the same manner.
C.
D.
4.7.3.1 Reporting security incidents (6.3.1)
Outline of section
Details reporting procedures.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

AG

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. There is a long-term reporting culture at least for European railways. This
culture should be maintained and security reporting included in an
appropriate manner.
61

RdMapD31.doc- MARCH 2003

C. It is unclear, what ‘suitable feedback process’ is meaning. Additional
information would be helpful.
D.
4.7.3.2 Reporting security weaknesses (6.3.2)
Outline of section
Covers the noting and reporting of security weaknesses.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

AG

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. See 4.7.3.1.
C. Reporting procedures should be further clarified
D.
4.7.3.3 Reporting software malfunctions (6.3.3)
Outline of section
Lists actions to be taken following the detection of a software malfunction.
Applicability of section
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In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
A. Generally applicable
B. Generic, but not the full story: It’s not only the screen and computer
system that counts, but any other equipment, signaling, communication,
procedure.
C.
D.
4.7.3.4 Learning from incidents (6.3.4)
Outline of section
Covers the analysis of reported incidents and actions to be taken.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

VA

VA

A

OK

OK

OK

OK

the text as written can be interpreted for use for
safety critical systems (OK) or would some
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additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Fits very well in the reporting and maintenance culture of railways.
C.
D.
4.7.3.5 Disciplinary process (6.3.5)
Outline of section
Deals with the formal disciplining of employees who have violated security
policies and procedures.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Applicable to railways, protection of employees against unfair treatment
should be included as is in safety issues (e.g. line post who caused an
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accident but had to stay for more than 24 hours for reasons he was not
responsible for etc.)
C.
D.
4.8 PHYSICAL AND ENVIRONMENTAL SECURITY (7)
4.8.1 Secure Areas (7.1)
Outline of section
Covers the creation of secure areas.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

YES

Comments
A. Generally applicable and important
B. Of course, adaptation to railway requirements necessary.
C.
D. In “Objectives” criticality for safety should be explicitly mentioned
4.8.1.1 Physical security perimeter (7.1.1)
Outline of section
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Gives guidelines and controls relating to a physical secure perimeter.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

YES

Comments
A. Generally applicable and important.
B. Generally applicable, becoming more important now (once, railways were
a “closed shop, proprietary operations business”).
C.
D. Electric power sector has its own experience connected with physical
security in substations that should be included in the whole Section 4.8.
This experience is connected with layout and construction specific to
power substations. Part of the experience is contained e.g. in the standard
IEEE Std 1402-2000 IEEE Guide for Electric Power Substation Physical and
Electronic Security.
4.8.1.2 Physical entry controls (7.1.2)
Outline of section
Lists entry controls for secure areas.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
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when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

YES

Comments
A. Generally applicable and important.
B. See 4.8.1.1.
C.
D. See Section 4.8.1.1.
4.8.1.3 Securing offices, rooms and facilities (7.1.3)
Outline of section
Lists controls for offices, rooms and facilities which are designated as secure
areas.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not

NO

NO

NO

YES
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been adequately addressed (YES/NO)
Comments
A. Generally applicable and important.
B. Important to raise awareness.
C.
D. See Section 4.8.1.1.
4.8.1.4 Working in secure areas (7.1.4)
Outline of section
Lists additional controls that may be necessary for a secure area.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

YES

Comments
A. Generally applicable and important.
B. See 4.8.1.3.
C.
D. See Section 4.8.1.1.
4.8.1.5 Isolated delivery and loading areas (7.1.5)
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Outline of section
Lists controls for delivery and loading areas.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

A

NA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

YES

Comments
A. Generally applicable and important.
B. Awareness raising and analysis necessary
C.
D. See Section 4.8.1.1.
4.8.2 Equipment Security (7.2)
Outline of section
Covers the physical protection of equipment.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example
not applicable (NA), applicable (A), very
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A

B

C

D

VA

VA

VA

A
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applicable (VA).
the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

YES

Comments
A. Generally applicable and important
B. Fits very well for railways, additional typical examples should be in the
list.
C.
D. See Section 4.8.1.1
4.8.2.1 Equipment siting and protection (7.2.1)
Outline of section
Lists controls covering the siting and protection of equipment.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

YES

Comments
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A. Generally applicable and important
B. Fits very well for railways (additional examples?).
C.
D. See Section 4.8.1.1
4.8.2.2 Power supplies (7.2.2)
Outline of section
Covers the quality and continuity of power supplies.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

YES

Comments
A. Generally applicable and important
B. Railway safety critical equipment, signaling etc. normally adheres to this
section.
C.
D. See Section 4.8.1.1
4.8.2.3 Cabling security (7.2.3)
Outline of section

71

RdMapD31.doc- MARCH 2003

Lists controls for the protection of cabling.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

YES

Comments
A. Generally applicable and important. Could possibly be expanded for
safety critical systems.
B. For safety reasons, some of the rules already apply, awareness for security
has to be raised.
C.
D. See Section 4.8.1.1
4.8.2.4 Equipment maintenance (7.2.4)
Outline of section
Lists controls relating to equipment maintenance.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example
not applicable (NA), applicable (A), very
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A

B

C

D

VA

VA

VA

A

applicable (VA).
the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

OK

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

YES

NO

NO

YES

Comments
A. Additional statement that requirements imposed by regulatory bodies
should be complied with should be inserted. A key area of access control
during maintenance is not mentioned.
B. In most cases, this is traditionally done in the railway sector for
operational equipment in the safety area. Awareness for security related
issues has to be raised.
C.
D. See Section 4.8.1.1
4.8.2.5 Security of equipment off-premises (7.2.5)
Outline of section
Gives guidelines for the use of equipment off-premises.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not

NO

NO

NO

NO
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been adequately addressed (YES/NO)
Comments
A. Generally applicable
B. Generally applicable.
C.
D.
4.8.2.6 Secure disposal or re-use of equipment (7.2.6)
Outline of section
Covers the disposal or re-use of equipment used to process sensitive
information.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

VA

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable, but may not be so important in the area of safe
operation of railways.
C.
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D. In some places of this report “very applicable” is marked but in many
cases it is difficult to say if it is “very applicable” or “applicable” and in
fact the review for the Example D is not concentrated on making this
classification.
4.8.3 General Controls (7.3)
Outline of section
Covers the general protection of information and information processing
facilities.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable and important
B. Obvious includes not only information processing equipment but also
control systems, embedded systems etc.
C.
D.
4.8.3.1 Clear desk and clear screen policy (7.3.1)
Outline of section
Lists controls related to a clear desk and clear screen policy.
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Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Obviously generally applicable.
C.
D.
4.8.3.2 Removal of property (7.3.2)
Outline of section
Covers the control of equipment, information or software taken off-site.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

OK

OK

OK

OK

the text as written can be interpreted for use for
safety critical systems (OK) or would some
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additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Obviously generally applicable.
C.
D.
4.9 COMMUNICATIONS AND OPERATIONS MANAGEMENT (8)
4.9.1 Operational Procedures And Responsibilities (8.1)

Outline of section
Covers the establishment of responsibilities and procedures for the
management and operation of information processing facilities.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

YES

Comments
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A. Generally applicable and important
B. Similar to safety related issues in railways, therefore easily to apply.
C.
D. In this section it must be taken into consideration that in power networks,
e.g. in power substations, security procedure cannot be against availability
of an real-time substation control system and requirements of an urgent
action e.g. in case of need to make an urgent switching operation in an
emergency situation or in restoration an EPS after an EPS failure. In
electric power sector there are elaborated special procedures for such
situations and the security requirements should be included into the
procedures taking into account all an EPS and power substation operation
requirements.
4.9.1.1 Documented operating procedures (8.1.1)
Outline of section
States that operating procedures identified by the security policy should be
documented and lists work instructions which should be specified in them.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

OK

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

YES

Comments
A. While generally applicable the listed instructions mandated by the
standard need to be reviewed for application to safety critical systems.
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B. Similar to safety related issues in railways, therefore easily to apply. May
be reviewed for railway applications.
C.
D. See remark in Section 4.9.1
4.9.1.2 Operational change control (8.1.2)
Outline of section
Lists procedures and controls covering changes to information processing
facilities and systems.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable. However the involvement of the appropriate
regulatory body is likely to be required when applying this clause to a
safety critical system. It is likely that change procedures would have to be
agreed with the reulatory body together with a definition of when changes
can be made without seeking the approval of the regulatory body.
B. Similar to safety related issues in railways, therefore easily to apply. May
be reviewed for railway applications and regulations.
C.
D.
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4.9.1.3 Incident management procedures (8.1.3)
Outline of section
Lists controls relating to incident management responsibilities and
procedures.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

YES

Comments
A. Incident management procedures are particularly important for safety
critical systems. However the detailed text of this clause would need to be
reviewed for application to safety systems
B. Similar to safety related procedures in railways, therefore easily to apply.
Understanding of security issues has to be raised, adaption for railway
operations may be helpful.
C.
D.
4.9.1.4 Segregation of duties (8.1.4)
Outline of section
Covers the benefits of segregating duties to reduce the likelihood that a single
person can perpetrate fraud without detection.
Applicability of section
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In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

OK

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable but the text should be modified from a focus on fraud
to include the prevention of sabotage.
B. In certain sectors of railway operation (safety related) already state-of-theart (driver, station master, track and traffic management, maintenance and
checking of equipment off- and online etc.), awareness for security rlated
activities and risks needed.
C.
D. See remark in Section 4.9.1
4.9.1.5 Separation of development and operational facilities (8.1.5)
Outline of section
Covers the need to separate the development, test and operational facilities.
Gives list of controls which should be considered.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example
not applicable (NA), applicable (A), very
applicable (VA).

81

A

B

C

D

VA

VA

VA

VA

RdMapD31.doc- MARCH 2003

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Very important to the extent that even more rigorous procedures might be
necessary for some safety critical systems and should be mentioned in the
text.
B. In certain sectors of railway operation (safety related) already state-of-theart (driver, station master, track and traffic management, maintenance and
checking of equipment off- and online etc.), awareness for security rlated
activities and risks needed.
C.
D.
4.9.1.6 External facilities management (8.1.6)
Outline of section
Lists issues related to the risks to security posed by the use of an external
contractor to manage information processing facilities.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not

NO

NO

NO

YES
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been adequately addressed (YES/NO)
Comments
A. Generally applicable
B. Generally applicable, fits into safety culture of railways as well.
C.
D. See remark in Section 4.9.1
4.9.2 System Planning And Acceptance (8.2)
Outline of section
Covers the planning and acceptance of new systems.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. May be a requirement for some safety systems.
B. Generally applicable, fits into safety culture of railways as well.
C.
D.
4.9.2.1 Capacity planning (8.2.1)
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Outline of section
Covers the monitoring of current and the prediction of future capacity
demands.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

NA

A

NA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. This appears to address issues related to e-commerce and commercial data
processing
B. Important for control computers as well with respect to safety, mainframes
are not so important here for railway safety.
C.
D.
4.9.2.2 System acceptance (8.2.2)
Outline of section
Covers the acceptance of new information systems and system upgrades and
lists relevant controls.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
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when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

YES

Comments
A. Some changes to the wording may be appropriate
B. Well known from safety area too.
C.
D. See remark in Section 4.9.1 especially concerning the items f, g, h
4.9.3 Protection Against Malicious Software (8.3)
Outline of section
Warns measures should be taken to prevent and detect the introduction of
malicious software.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

VA

A

VA

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not

YES

NO

NO

NO
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been adequately addressed (YES/NO)
Comments
A. Generally applicable although personal computers if used in safety related
applications should be physically isolated from networks likely to
generate viruses. Guidance on the use of personal computers within a
computer based safety critical system is not should be given and should
be.
B. Generally applicable. Guidance for use of PCs required, PCs should not be
critical part of a safety related application.
C.
D.
4.9.3.1 Controls against malicious software (8.3.1)
Outline of section
Lists detection and prevention controls to protect against malicious software.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

YES

YES

NO

NO

Comments
A. Generally applicable although personal computers if used in safety related
applications should be physically isolated from networks likely to
generate viruses. Guidance on the use of personal computers within a
computer based safety critical system is missing.
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B. Generally applicable. Guidance for use of PCs required, PCs should not be
critical part of a safety related application.
C.
D.
E.
4.9.4 Housekeeping (8.4)
Outline of section
Covers routine procedures.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable
C.
D.
4.9.4.1 Information back–up (8.4.1)
Outline of section
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Lists controls dealing with the back-up of essential business information and
software.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

YES

Comments
A. Generally applicable
B. Generally applicable, more typical for business oriented, not real-time
control systems.
C.
D. It has to be taking into account that considered systems are real-time
systems and normal practice is to apply redundancy or an automatic
stand-by
4.9.4.2 Operator logs (8.4.2)
Outline of section
Lists items that should be included in an operational log.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example
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B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

VA

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

YES

Comments
A. Generally applicable and important
B. Log entries from (technical railway) operations and different parties
involved should be explicitly covered (not only IT operations). Some do
already exist (such as log entries from station masters on overwriting
system decisions in case of failure etc.).
C.
D. Procedures already in force in power substations and control centres have
to be taken into consideration.
4.9.4.3 Fault logging (8.4.3)
Outline of section
Covers procedures for logging faults.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK

are there any important aspects particular to the

NO

NO

NO

YES
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security of safety critical systems that have not
been adequately addressed (YES/NO)
Comments
A. Generally applicable and important Again an area where the requirements
of regulatory bodies should be included
B. See 4.9.4.2.
C.
D. Procedures already in force in power substations and control centres have
to be taken into consideration
4.9.5 Network Management (8.5)
Outline of section
Covers the safeguarding of information in networks.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable.
C.

RdMapD31.doc MARCH 2003

90

D.
4.9.5.1 Network controls (8.5.1)
Outline of section
Lists controls required to achieve and maintain security in computer
networks.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

OK

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

YES

NO

NO

NO

Comments
A. Very important aspect for safety systems. Should be further expanded to
advise against connection of safety systems to public or even private
network on a two-way basis. Examples of techniques for ensuring one way
communication should be given. Useful to separate out guidance for
protection systems, control systems and monitoring systems.
B. Generally applicable. Very important for distributed, multi layered safety
systems such as railway control. Separate protection systems, control
systems and monitoring systems, train communications and driver
support etc.
C.
D. Procedures already in force in power substations and control centres have
to be taken into consideration
4.9.6 Media Handling And Security (8.6)
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Outline of section
Covers the control and physical protection of media to prevent damage to
assets and interruptions to business activities.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable, may not be so critical to safe train operations.
C.
D.
4.9.6.1 Management of removable computer media (8.6.1)
Outline of section
Lists controls for the management of removable computer media.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example
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B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable, may not be so critical to safe train operations.
C.
D.
4.9.6.2 Disposal of media (8.6.2)
Outline of section
Lists controls covering the secure and safe disposal of media.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
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A. Generally applicable
B. Generally applicable, may not be so critical to safe train operations.
C.
D.
4.9.6.3 Information handling procedures (8.6.3)
Outline of section
Lists controls for the handling and storage of information.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable, may be reviewed for possible issues for control
systems.
C.
D.
4.9.6.4 Security of system documentation (8.6.4)
Outline of section
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Lists controls to protect system documentation from unauthorised access.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable and important
B. Generally applicable, may be reviewed for possible issues for control
systems.
C.
D.
4.9.7 Exchanges Of Information And Software (8.7)
Outline of section
Covers the exchange of information and software between organisations.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A
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the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
A. For nuclear systems would refer to specific activities like exchange of
design data, exchange of software changes etc.
B. Generally applicable, may be reviewed for possible issues for railway
control systems, different types of organizations involved in the future
(competing operators, infrastructure providers, regulators etc.).
C.
D.
4.9.7.1 Information and software exchange agreements (8.7.1)
Outline of section
Lists aspects for inclusion in agreements covering the exchange of information
and software between organisations.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO
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Comments
A. Would apply particularly to software supplied including updates.
B. See 4.9.7., mainly software and updates.
C.
D.
4.9.7.2 Security of media in transit (8.7.2)
Outline of section
Lists controls covering the security of media in transit.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Would apply particularly to software supplied including updates.
B. See 4.9.7., mainly software and updates.
C. Minimally applicable, since media transport is very seldom.
D.
4.9.7.3 Electronic commerce security (8.7.3)
Outline of section
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Lists controls covering security considerations for electronic commerce.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

NA

NA

NA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Applies specifically and uniquely to electronic commerce
B. Covers not the safety related area of railways, but of course the business
oriented ones (ticketing, freight cargo, etc.). May become important if
internet channels will be used for critical control message exchange (not
planned at the moment as far as I know).
C.
D. It can be considered for power grid related financial transactions but not
directly for safety-related functions, which are real-time control,
measurement, monitoring and protection functions of computer-based
systems applied in power networks (i.e. in power substations and in
power network control centres). However, a growing tendency towards
the integration of utilities private networks with public networks,
including Internet, aimed at the lowering of investments costs can be
expected. Such a trend could also be considered for control centres
communication with power plants, power substations and large high
voltage industrial power consumers, connected with safety-related
functions performed by the control centres. At present for these purposes
the control centres are using private phone power sector network
4.9.7.4 Security of electronic mail (8.7.4)

RdMapD31.doc MARCH 2003

98

4.9.7.4.1 Security Risks (8.7.4.1)
Outline of section
Lists security risks associated with the use of electronic mail.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable. Covers not the safety related area of railways, but of
course the business oriented ones (ticketing, freight cargo, etc.). May
become important if internet channels will be used for critical control
message exchange (not planned at the moment as far as I know).
C.
D. See Section 4.9.7.3
4.9.7.4.2 Policy on electronic mail (8.7.4.2)
Outline of section
Lists items that should be addressed in drawing up a policy on the use of
electronic mail.
Applicability of section
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In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A?

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Covers not the safety related area of railways, but of course the business
oriented ones (ticketing, freight cargo, etc.). May become important if
internet channels will be used for critical control message exchange (not
planned at the moment as far as I know).
C.
D. See Section 4.9.7.3
4.9.7.5 Security of electronic office systems (8.7.5)
Outline of section
Lists issues which should be addressed when considering the security and
business implications of interconnecting facilities using electronic office
systems.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example
not applicable (NA), applicable (A), very
applicable (VA).
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A

B

C

D

VA

A

A

A?

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

OK

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Examples of potentially vulnerable aspects of the security lifecycle for a
safety system should be provided
B. Generally applicable. Covers not the safety related area of railways, but of
course the business oriented ones (ticketing, freight cargo, etc.). May
become important if internet channels will be used for critical control
message exchange (not planned at the moment as far as I know).
C.
D.
4.9.7.6 Publicly available systems (8.7.6)
Outline of section
Lists controls that should be considered to prevent unauthorised modification
of electronically published information.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

OK

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO
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Comments
A. May be of concern if information on action to be taken in emergency
situations is made publically available by such means.
B. Business related only at the moment (not safety related), may be of
concern in case of public emergency situations.
C.
D. See Section 4.9.7.3
4.9.7.7 Other forms of information exchange (8.7.7)
Outline of section
Lists issues that should be addressed in formulating a policy statement on the
procedures to be followed when using voice, facsimile and video
communications.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

OK

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. This is another aspect that would be important in guarding against the
supply of information likely to be of use to a potential saboteur. It would
not be considered to have a direct safety implication
B. No direct safety implication, only safety critical if critical (technical,
organizational or procedural) information becomes accessible to malicious
people.
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C.
D. See Section 4.9.7.3
4.10 ACCESS CONTROL (9)
4.10.1 Business Requirement For Access Control (9.1)
Outline of section
Covers the need to control access to information and business processes to
meet business and security requirements.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Important to stress that access to information and systems may have a
security implication although not necessarily a direct safety implication.
B. No direct safety implication, only safety critical if critical (technical,
organizational or procedural) information becomes accessible to malicious
people.
C.
D. See Section 4.9.7.3
4.10.1.1 Access control policy (9.1.1)
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Outline of section
Covers the formulation of a policy regarding the need to control access to
information and business processes to meet business and security
requirements.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A?

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

YES

YES

NO

YES

Comments
A. This is an aspect which has both safety and security implications.
B. Guidance should be given on safety implications of security breaches,
even if no direct safety implication, but safety critical if critical (technical,
organizational or procedural) information becomes accessible to malicious
people.
C. See Section 4.9.7.3
D.
4.10.1.1.1 Policy and business requirements (9.1.1.1)
Outline of section
Lists aspects that should be taken account of in drawing up a policy statement
giving the business and security requirements to be met by access controls.
Applicability of section
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In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

YES

YES

NO

YES

Comments
A. This is an aspect which has both safety and security implications. List
should include safety requirements and any regulatory requirements.
B. Guidance should be given on safety implications of security breaches,
even if no direct safety implication, but safety critical if critical (technical,
organizational or procedural) information becomes accessible to malicious
people.
C.
D. It must be taken into account that “business applications” in this and the
next sections, in case of safety-critical applications, include not only stored
and collected classified information for which security can be important to
preserving the safety of safety-critical systems but mainly real-time
measurement, control, monitoring and fault protection functions. These
are safety-related functions of computer based systems in which
information is mainly processed by the computer systems and not directly
available, and ensuring security of these systems can require a different
approach which should be defined.
4.10.1.1.2 Access control rules (9.1.1.2)
Outline of section
Lists aspects to be considered when specifying access control rules.
Applicability of section
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In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. This is an aspect which has both safety and security implications.
B. Guidance should be given on safety implications of security breaches,
even if no direct safety implication, but safety critical if critical (technical,
organizational or procedural) information becomes accessible to malicious
people.
C.
D.
4.10.2 User Access Management (9.2)
Outline of section
Covers formal procedures controlling the allocation of access rights
throughout the life cycle of user access.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example
not applicable (NA), applicable (A), very
applicable (VA).
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A

B

C

D

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. This is an aspect which may have both safety and security implications.
B. Guidance should be given on safety implications of security breaches,
even if no direct safety implication, but safety critical if critical (technical,
organizational or procedural) information becomes accessible to malicious
people.
C.
D.
4.10.2.1 User registration (9.2.1)
Outline of section
Lists items for inclusion in a formal user registration process for granting
access to multi-user information systems and services.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO
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Comments
A. This is an aspect which has both safety and security implications.
B. Guidance should be given on safety implications of security breaches,
even if no direct safety implication, but safety critical if critical (technical,
organizational or procedural) information becomes accessible to malicious
people.
C.
D.
4.10.2.2 Privilege management (9.2.2)
Outline of section
Lists steps that should be taken to control the allocation of privileges in multiuser systems.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
A. This is an aspect which has both safety and security implications.
B. Guidance should be given on safety implications of security breaches,
even if no direct safety implication, but safety critical if critical (technical,
organizational or procedural) information becomes accessible to malicious
people.
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C.
D.
4.10.2.3 User password management (9.2.3)
Outline of section
Lists aspects that should be addressed when controlling the allocation of
passwords.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. This is an aspect which has both safety and security implications.
B. Guidance should be given on safety implications of security breaches,
even if no direct safety implication, but safety critical if critical (technical,
organizational or procedural) information becomes accessible to malicious
people.
C.
D. Using of other than password methods of a user identification should be
considered
4.10.2.4 Review of user access rights (9.2.4)
Outline of section
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Lists aspects to be addressed if effective control over access to data and
information is to be maintained.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. This is an aspect which has both safety and security implications.
B. Guidance should be given on safety implications of security breaches,
even if no direct safety implication, but safety critical if critical (technical,
organizational or procedural) information becomes accessible to malicious
people.
C.
D.
4.10.3 User Responsibilities (9.3)
Outline of section
Covers the responsibility of authorised users to maintain effective access
controls.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
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when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. This is an aspect which has both safety and security implications.
B. Guidance should be given on safety implications of security breaches,
even if no direct safety implication, but safety critical if critical (technical,
organizational or procedural) information becomes accessible to malicious
people.
C.
D.
4.10.3.1 Password use (9.3.1)
Outline of section
Lists advise that should be given to users on good security practices in the
selection and use of passwords.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

OK

OK

OK

OK

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
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are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable
C.
D.
4.10.3.2 Unattended user equipment (9.3.2)
Outline of section
Lists advise that should be given to users to ensure that unattended
equipment has appropriate protection.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable. Some additional advice for other equipment than
PC-type in rail operations should be given.
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C.
D.
4.10.4 Network Access Control (9.4)
Outline of section
Lists aspects that should be addressed to ensure that users who have access to
networks and network services do not compromise the security of these
network services.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

YES

YES

NO

NO

Comments
A. Additional text should cover the fact that connections to networks for
safety critical systems need to take account of the System integrity Level
(SIL) required of the system. For the highest levels of SIL it may not be
appropriate to connect to a network. There should be some guidance given
on this and there is not.
B. Network connectivity influences severely safety integrity of the overall
system, additional guidance is recommended.
C.
D.
4.10.4.1 Policy on use of network services (9.4.1)
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Outline of section
Lists aspects that should be covered in a policy formulated to avoid insecure
connections to network services.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

VA

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable.
B. See 4.10.4.
C.
D.
4.10.4.2 Enforced path (9.4.2)
Outline of section
Covers the desirability of controlling the path from the user terminal to the
computer service within a network. Examples are given of routing possible
restrictions.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
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when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable good practice.
B. Just one (important) aspect concerning network connectivity – see 4.10.4.
C.
D.
4.10.4.3 User authentication for external connections (9.4.3)
Outline of section
Discusses means of achieving the authentication of remote users.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

VA

VA

A?

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO
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Comments
A. Generally applicable
B. See 4.10.4.
C.
D. In Section “Energy’ in Appendix A to the Report of the President’s
Commission on Critical Infrastructure Protection “Critical Foundations.
Protecting America’s Infrastructures”, October 1997, there is a conclusion
that Supervisory Control and Data Acquisition Systems (SCADA) are
vulnerable because among other things they use the reliance on dial-back
modems that can be bypassed (p. A-26/27).
4.10.4.4 Node authentication (9.4.4)
Outline of section
Discusses the need to authenticate connections to remote computers.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. See 4.10.4.
C.
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D.
4.10.4.5 Remote diagnostic port protection (9.4.5)
Outline of section
Discusses the need to protect remote diagnostic facilities with an appropriate
security mechanism.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
A. For a safety system maintenance is a vulnerable area with regard to
potential sabotage.
B. Remote monitoring and maintenance is e.g. common in electronic railway
interlocking systems, therefore this area is important with respect to safety
impact of security breaches. Guidance should be given specifically for
different critical railway applications.
C.
D.
4.10.4.6 Segregation in networks (9.4.6)
Outline of section
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Discusses the use of segregation to control the security of large networks by
dividing them into separate logical network domains.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable, just one additional aspect.
C.
D.
4.10.4.7 Network connection control (9.4.7)
Outline of section
Discusses the benefits of incorporating controls to restrict the connection
capability of users and gives examples of applications to which restrictions
could be applied.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example
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B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable, just one additional aspect.
C.
D.
4.10.4.8 Network routing control (9.4.8)
Outline of section
Discusses the safeguard benefits of incorporating routing controls to ensure
that computer connections and information flows do not breach the access
control policy of the business applications.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO
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Comments
A. Generally applicable
B. Generally applicable, just one additional aspect.
C.
D.
4.10.4.9 Security of network services (9.4.9)
Outline of section
States that organisations using network services should ensure that a clear
description of the security attributes of all services used is provided to users.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable, just one additional aspect.
C.
D.
4.10.5 Operating System Access Control (9.5)
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Outline of section
Advises that security facilities at the operating system level should be used to
restrict access to computer resources. Lists the functionality required of such
facilities.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

YES

Comments
A. For the highest System Integrity Levels access to the operating system may
be restricted to actions carried out under a formal change control
procedure.
B. Additional guidance for real-time control (embedded) systems and the
impact of security problems of OS kernel software etc. should be given for
the specific applications.
C.
D. More detailed additional guidance should take into account the nature of
power networks and the real-time safety-related systems applied in the
networks
4.10.5.1 Automatic terminal identification (9.5.1)
Outline of section
Discusses the security safeguard benefits of automatic terminal identification.
Applicability of section
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In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable, just one additional aspect.
C.
D.
4.10.5.2 Terminal log-on procedures (9.5.2)
Outline of section
Discusses the security safeguard benefits of a secure log-on procedure. Lists
the attributes of a good log-on procedure.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

OK

OK

OK

OK

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
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are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable, just one additional aspect.
C.
D.
4.10.5.3 User identification and authentication (9.5.3)
Outline of section
Discusses the need for all users to have a unique identifier together with
procedures for identification and authentication.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable, just one additional aspect.
C.
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D.
4.10.5.4 Password management system (9.5.4)
Outline of section
Lists the attributes of a good password management system.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable, just one additional aspect.
C.
D.
4.10.5.5 Use of system utilities. (9.5.5)
Outline of section
Discusses restricting the use of system utility programs that might be capable
of overriding system and application controls and lists relevant controls that
should be considered.
Applicability of section
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In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

YES

NO

Comments
A. Guidance should be given for safety systems as to the inadvisability of
having such features and utilities
B. Guidance needed: Safety critical systems should not use such features and
utilities (see IEC 61508).
C.
D.
4.10.5.6 Duress alarm to safeguard users (9.5.6)
Outline of section
Discusses the security safeguard benefits of providing a duress alarm for
users who might be the target of coercion.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A
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the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

AG

AG

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
A. Applicable for some situations
B. Guidance needed: Duress alarm should not interfere with (other) safety
related alarms and confuse users/operators of the safety critical
parts/activities of the system.
C. The meaning of ‘duress alarm’ is not common knowledge.
D.
4.10.5.7 Terminal time-out (9.5.7)
Outline of section
Discusses the benefits of shutting down terminals in high risk locations after a
defined period of inactivity.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

NA

NA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
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A. Generally applicable
B. May not be applicable in many situations in a safety related system –
guidance needed, be careful with such options!!
C.
D.
4.10.5.8 Limitation of connection time (9.5.8)
Outline of section
Discusses the security benefits of restricting connection times.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

NA

NA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
A. Generally applicable
B. May not be applicable in many situations in a safety related system –
guidance needed, be careful with such options!!
C. The connection time should not be restricted. Use of a medical system is
not bound to normal office hours and can be extending. The connection is
needed for the real time operation.
D.
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4.10.6 Application Access Control (9.6)
Outline of section
Discusses the security need for application systems to restrict access to
information and lists desirable attributes that an application system should
possess.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. For the highest System Integrity Levels access to the application software
and constant data sets may be restricted to actions carried out under a
formal change control procedure.
B. Restrictions of access necessary in safety critical systems (strict formal
change control and maintenance procedures required)
C.
D.
4.10.6.1 Information access restriction (9.6.1)
Outline of section
Lists controls that should be applied to restrict access to information and
application systems unless in accordance with the established information
access policy.
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Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. For the highest System Integrity Levels access to the application software
and constant data sets may be restricted to actions carried out under a
formal change control procedure.
B. Restrictions of access necessary in safety critical systems (strict formal
change control and maintenance procedures required)
C.
D.
4.10.6.2 Sensitive system isolation (9.6.2)
Outline of section
Discusses the security benefits of providing a dedicated (isolated) computing
environment for sensitive systems.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A
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B

C

D
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not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. For the very highest integrity levels it may be advisable to have the most
sensitive code in firmware.
B. Restrictions of access necessary in safety critical systems (strict formal
change control and maintenance procedures required)
C.
D.
4.10.7 Monitoring System Access And Use (9.7)
Outline of section
Discusses the need to monitor systems to detect deviation from access control
policy and to record evidence in the event of a security incident.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

VA

VA

A

OK

OK

OK

OK

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
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are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable
C.
D.
4.10.7.1 Event logging (9.7.1)
Outline of section
Lists the attributes of audit logs.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable and important
B. Generally applicable, just a method to achieve 4.10.7.
C.
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D.
4.10.7.2 Monitoring system use (9.7.2)
4.10.7.2.1 Procedures and areas of risk (9.7.2.1)
Outline of section
Discusses the need for monitoring procedures and lists the attributes of
monitoring logs.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable, just another means to achieve 4.10.7.
C.
D.
4.10.7.2.2 Risk factors (9.7.2.2)
Outline of section
The frequency of review of monitoring activities should depend on the risks
involved. A list of risk factors is given.
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Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable
C.
D.
4.10.7.2.3 Logging and reviewing events (9.7.2.3)
Outline of section
Discusses the need to carry out a log review and the procedure for doing so.
Lists controls that should be in place to protect the logging facility against
unauthorised changes and operational problems.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A
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the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable
C.
D.
4.10.7.3 Clock synchronization (9.7.3)
Outline of section
Discusses the impact of the correct setting of computer clocks on the accuracy
of audit logs.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
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B. Generally applicable
C.
D.
4.10.8 Mobile Computing And Teleworking (9.8)
Outline of section
Discusses the security implications of mobile computing and teleworking.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A?

A

A?

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. For most phases of the lifecycle of safety system mobile computing and
teleworking should not be used. If used in the specification and design
phases use should severely restricted and tightly controlled.
B. Not an issue in safety related
communications are important.

railway

control,

but

wireless

C.
D. In principle this section as written appears not to be of relevance to the
systems considered for example D.
4.10.8.1 Mobile computing (9.8.1)
Outline of section
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Discusses the security risks of using mobile computing and measures to
mitigate them.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. For most phases of the lifecycle of safety system mobile computing and
teleworking should not be used. If used in the specification and design
phases use should severely restricted and tightly controlled.
B. Not an issue in safety related
communications are important.

railway

control,

but

wireless

C.
D.
4.10.8.2 Teleworking (9.8.2)
Outline of section
Discusses the security risks of teleworking and measures to mitigate them.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example
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B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. For most phases of the lifecycle of nuclear safety system mobile computing
and teleworking should not be used. If used in the specification and
design phases use should severely restricted and tightly controlled. Can be
used at the system monitoring level on a read only basis.
B. Not an issue in safety related
communications are important.

railway

control,

but

wireless

C.
D.
E.
4.11 SYSTEMS DEVELOPMENT AND MAINTENANCE (10)
4.11.1 Security Requirements Of Systems (10.1)
Outline of section
Discusses the need to ensure that security built into information systems
rather than being bolted on.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example
not applicable (NA), applicable (A), very
applicable (VA).
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A

B

C

D

VA

VA

VA

VA
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the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

YES

YES

NO

NO

Comments
A. Guidance should be given on how the security requirements specification
relates to the safety requirements specification. This guidance is missing.
B. Safety impact of security problems is very important. IEC 61508 in its
present form does not tackle security issues in context of safety, but work
is progressing in the maintenance phase of the standard just now.
Guidance on system assessment, requirements specification and design
considering both, safety and security (as a potential threat/hazard) is
urgently needed.
C.
D.
4.11.1.1 Security requirements analysis and specification (10.1.1)
Outline of section
Discusses how security requirements should be identified and form part of
the basic specification for any information system.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK
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are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
A. Use of COTS (commercial-off-the-shelf) and SOUP (software-of uncertainprovenance/pedigree) should be reassessed in the light of identified
security threats and vulnerabilities
B. Safety impact of security problems is very important. IEC 61508 in its
present form does not tackle security issues in context of safety, but work
is progressing in the maintenance phase of the standard just now.
Guidance on system assessment, requirements specification and design
considering both, safety and security (as a potential threat/hazard) is
urgently needed.
C.
D.
4.11.2 Security In Application Systems (10.2)
Outline of section
Discusses security requirements for application systems.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
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A. For the highest Safety Integrity Levels access to the application software
and constant data sets may be restricted to actions carried out under a
formal change control procedure. Data sets may be held in ROM.
B. Safety impact of security problems is very important. IEC 61508 in its
present form does not tackle security issues in context of safety, but work
is progressing in the maintenance phase of the standard just now.
Guidance on system assessment, requirements specification and design
considering both, safety and security (as a potential threat/hazard) is
urgently needed.
C.
D.
4.11.2.1 Input data validation (10.2.1)
Outline of section
Lists controls associated with data validation.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

YES

Comments
A. Generally applicable and important
B. Generally applicable. Real-time issues should be added (timeliness etc.)
C.
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D. This section explicitly deals with business transactions, etc. Consideration
of aspects specific to real-time safety related systems applied in power
networks should be included
4.11.2.2 Control of internal processing (10.2.2)
4.11.2.2.1 Areas of risk (10.2.2.1)
Outline of section
Discusses the use of validation checks to counter data corruption by
processing errors or through deliberate acts.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
A. Some discussion on exception handling in particular the concept of failsafe systems should be included.
B. Real-Time issues (timeliness, recovery, failure detection and handling),
fault tolerance etc. should be included.
C.
D.
4.11.2.2.2 Checks and controls (10.2.2.2)
Outline of section
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Lists possible validation checks to counter data corruption during processing.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
A. Of limited applicability to safety systems
B. Real-Time issues (timeliness, recovery, failure detection and handling),
fault tolerance etc. should be included.
C.
D.
4.11.2.3 Message authentication (10.2.3)
Outline of section
Discusses the security role of message authentication.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A
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the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Examples of possible application in safety systems should be given
B. An important issue in IEC 61508 standard maintenance phase, examples
for (railway) sector would be helpful.
C.
D.
4.11.2.4 Output data validation (10.2.4)
Outline of section
Discusses the need for output data validation and lists validation controls.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
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A. Use of redundancy and diversity with majority voting etc. should be
mentioned in the context of output data validation for safety systems.
B. Fault tolerance methods for safety related systems should be discussed
(voting, different types of redundancy and diversity)
C.
D.
4.11.3 Cryptographic Controls (10.3)
Outline of section
Discusses the security role of cryptographic controls.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
A. May be applicable to some safety systems.
B. Cryptographic controls to guarantee system integrity (code signatures,
configuration control by digital signatures etc.) should be discussed for
safety critical systems).
C.
D.
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4.11.3.1 Policy on the use of cryptographic controls (10.3.1)
Outline of section
Lists points that should be considered when drawing up a policy on the use of
cryptographic controls.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. May be applicable to some safety systems.
B. Relevance for safety should be discussed (see 4.11.3.)
C.
D.
4.11.3.2 Encryption (10.3.2)
Outline of section
Discusses the use and security role of encryption as a cryptographic
technique.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
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when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
A. May be applicable to some safety systems.
B. Discuss role for safety (see 4.11.3.)
C.
D.
4.11.3.3 Digital signatures (10.3.3)
Outline of section
Discusses the use and security role of digital signatures.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO
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Comments
A. May be applicable to some safety systems.
B. Discuss role for safety (see 4.11.3.)
C.
D.
4.11.3.4 Non-repudiation services (10.3.4)
Outline of section
Discusses the security safeguard role of non-repudiation services based on the
use of encryption and digital signature techniques.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
A. May have a use for some safety systems.
B. Discuss role for safety (see 4.11.3.)
C.
D.
4.11.3.5 Key management (10.3.5)
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4.11.3.5.1 Protection of cryptographic keys (10.3.5.1)
Outline of section
Addresses the management of cryptographic keys covering both secret and
public key techniques.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. May have a use for some safety systems.
B. Generally applicable if previous paragraphs are explained properly with
respect to safety.
C.
D.
4.11.3.5.2 Standards, procedures and methods (10.3.5.2)
Outline of section
Lists essential requirements for a key management system.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
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when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. May have a use for some safety systems.
B. See 4.11.3.5., just a detail.
C.
D.
4.11.4 Security Of System Files (10.4)
Outline of section
Discusses the need to control access to system files.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO
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Comments
A. For the highest Safety Integrity Levels access to system files may be
restricted to actions carried out under a formal change control procedure.
B. See chapter on operating systems (4.10.5.) (same arguments, strict formal
change control).
C.
D.
4.11.4.1 Control of operational software (10.4.1)
Outline of section
Lists controls that should be in place to minimise the risk of corruption of
operational systems.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally directly applicable
B. See chapter on operating systems (4.10.5.) (same arguments, strict formal
change control).
C.
D.
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4.11.4.2 Protection of system test data (10.4.2)
Outline of section
Lists controls that should be in place to protect operational data when used
for testing purposes.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable, test data needed for regression testing/verification.
C. In the future, the system test data might have a higher value, and therefore
this section could become very applicable.
D.
4.11.4.3 Access control to program source library (10.4.3)
Outline of section
Lists controls over access to program source libraries that are required to
reduce the potential for corruption of computer programs.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
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when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

A

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable, signatures and cryptographic methods may help too.
C.
D.
4.11.5 Security In Development And Support Processes (10.5)
Outline of section
Gives guidance on how to maintain the security of application system
software and information.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not

NO

NO

NO

NO
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been adequately addressed (YES/NO)
Comments
A. Generally applicable and important
B. Safety implications: Existing Safety standards require the same.
C.
D.
4.11.5.1 Change control procedures (10.5.1)
Outline of section
Lists procedures for exercising a strict control over the implementation of
changes.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

YES

NO

NO

NO

Comments
A. Generally applicable and important. No mention is made of interaction
with the relevant regulatory body.
B. Safety standards require similar processes.
C.
D.
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4.11.5.2 Technical review of operating system changes (10.5.2)
Outline of section
Lists procedures for reviewing and testing application systems that have been
subject to change to ensure that there is no adverse impact on operation or
security.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Mention should be made of interaction with the regulatory body
B. Safety standards require similar procedures.
C.
D.
4.11.5.3 Restrictions on changes to software packages (10.5.3)
Outline of section
Lists points which should be considered if it is deemed necessary to modify a
software package.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
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when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

YES

Comments
A. Mention should be made of interaction with the regulatory body.
B. Safety standards require similar procedures.
C.
D. In Section “Energy” in Appendix A to the Report of the President’s
Commission on Critical Infrastructure Protection “Critical Foundations.
Protecting America’s Infrastructures”, October 1997, there is a conclusion
that Supervisory Control and Data Acquisition Systems (SCADA) are
vulnerable because, among other things, of the use of commercial off-theshelf (COTS) hardware and software. (p. A-26).
4.11.5.4 Covert channels and Trojan code (10.5.4)
Outline of section
Lists points that should be considered where the possible existence of covert
channels or Trojan code is a concern.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

AG

AG

OK

OK

the text as written can be interpreted for use for
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safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
A. Use of diversity as a defense should be mentioned
B. Safety implications and defenses should be included, see also 4.11.3.
C.
D.
4.11.5.5 Outsourced software development (10.5.5)
Outline of section
Lists points that should be considered where software development is
outsourced.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Also a safety requirement. Interaction with the regulatory body should
also be mentioned
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B. Safety standards and ordinary QM (subcontracting) require similar
procedures, security aspects are added now.
C.
D.
4.12 BUSINESS CONTINUITY MANAGEMENT (11)
4.12.1 Aspects Of Business Continuity Management (11.1)
Outline of section
Gives guidance on the setting up of a business continuity management
process.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

Comments
A. Mention should be made of techniques used in safety systems e.g.
redundancy, diversity, fault tolerance, graceful degradation. Also the role
of a protection system to handle failures of a control system.
B. Safety systems (standards) have a set of methods and system architectures
to maintain safety despite faults and failures, especially in case of
continuous mode operations. This should be included as part of business
continuity.
C.
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D.
4.12.1.1 Business continuity management process (11.1.1)
Outline of section
Lists key elements that should be in place in order to achieve business
continuity.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
A. Has some application to safety systems
B. Adapt to “Safety critical systems and operations”, not only “organization”.
C.
D. Guidance in this section uses business continuity approach and business
terminology. In the case of safety related computer systems applied in
power networks it would be beneficial to describe the guidance using
approach and terminology applied in electric power systems
4.12.1.2 Business continuity and impact analysis (11.1.2)
Outline of section
Gives guidance on how to carry out a risk assessment and develop a strategy
plan to determine the overall approach to business continuity.
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Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Need to relate this to the hazard and operability study or similar analysis
which would have been carried out for a typical safety system
B. Adapt to “Safety critical systems and operations”, not only “organization”
(HAZOP etc.)
C.
D.
4.12.1.3 Writing and implementing continuity plans (11.1.3)
Outline of section
Gives guidance on the development of plans to maintain or restore business
operations following an interruption.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A
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the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

OK

OK

OK
AG

NO

NO

NO

Comments
A. Generally applicable
B. Adapt to “Safety critical systems and operations”, not only “organization”.
C.
D. This section has been marked both, “can be interpreted…” and “additional
guidance would be beneficial” because the content is clearly written and in
principle should be comprehensible without any additional guidance. This
is especially true as emergency procedures are mentioned which have
been used in power networks for many years as guidance for an electric
power system operation in an failure state caused by any reason, not only
by a reason connected with electronic security. However, additional
guidance written in electric power systems terminology and more detailed
would be beneficial.
4.12.1.4 Business continuity planning framework (11.1.4)
Outline of section
Gives guidance on setting up a business continuity planning framework.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

VA

A

A

OK

OK

OK

OK

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
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are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Adapt to “Safety critical systems and operations”, not only “organization”.
C.
D. In principle the text as written can be interpreted for use for power
networks safety-related systems without any additional guidance but
additional guidance written in electric power systems terminology and
giving more detail would be beneficial (see also comments to Section
4.12.1.3).
4.12.1.5 Testing, maintaining and re-assessing business continuity plans
(11.1.5)
4.12.1.5.1 Testing the plans (11.1.5.1)
Outline of section
Gives guidance on testing business continuity plans and lists relevant testing
techniques.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO
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Comments
A. Generally applicable
B. Adapt to “Safety critical systems and operations”, not only “organization”.
C.
D. See 4.12.1.3 and 4.12.1.4.
4.12.1.5.2 Maintaining and re-assessing the plans (11.1.5.2)
Outline of section
Gives guidance on reviewing and updating business continuity plans.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Adapt to “Safety critical systems and operations”, not only “organization”.
C.
D. See 4.12.1.3 and 4.12.1.4.
4.13 COMPLIANCE (12)
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4.13.1 Compliance With Legal Requirements (12.1)
Outline of section
Gives guidance on avoiding breaches of legal requirements.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
A. Some rewording to cover the certification or licence to operate activities of
the regulatory bodies.
B. Railways have their own standards and regulations respectively
regulatory and licensing authorities (i.e. legal requirements). Thus this
may be an add-on, the impact and relation to their own rules has to be
explained.
C.
D.
4.13.1.1 Identification of applicable legislation (12.1.1)
Outline of section
Gives guidance on identifying applicable legal requirements.
Applicability of section

163

RdMapD31.doc- MARCH 2003

In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable
C.
D.
4.13.1.2 Intellectual property rights (IPR) (12.1.2)
4.13.1.2.1 Copyright (12.1.2.1)
Outline of section
Gives guidance on the avoidance of copyright infringement.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

NA

A

A

OK

OK

OK

OK

the text as written can be interpreted for use for
safety critical systems (OK) or would some

RdMapD31.doc MARCH 2003

164

additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Seems not to be relevant for railway operations.
C.
D.
4.13.1.2.2 Software copyright (12.1.2.2)
Outline of section
Lists control that should be considered to avoid copyright infringement
relating to software products.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable
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C.
D.
4.13.1.3 Safeguarding of organizational records (12.1.3)
Outline of section
Gives guidance on the safeguarding of organisational records.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable
C.
D.
4.13.1.4 Data protection and privacy of personal information (12.1.4)
Outline of section
Gives guidance on ensuring compliance with data protection legislation.
Applicability of section
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In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable
C.
D.
4.13.1.5 Prevention of misuse of information processing facilities (12.1.5)
Outline of section
Gives guidance on the prevention of misuse of information processing
facilities.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

OK

OK

OK

OK

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
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are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable
C.
D.
4.13.1.6 Regulation of cryptographic controls (12.1.6)
Outline of section
Gives examples of controls that some countries have implemented in relation
to the use of cryptographic techniques.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable
C.
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D.
4.13.1.7 Collection of evidence (12.1.7)
4.13.1.7.1 Rules for evidence (12.1.7.1)
Outline of section
Gives guidance on the adequacy of the evidence required to support an action
against a person or organisation. Examples of issues covered by the rules of
evidence are also given..
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable where appropriate
B. Similar rules for safety issues, generally applicable.
C.
D.
4.13.1.7.2 Admissibility of evidence (12.1.7.2)

Outline of section
Gives guidance on achieving admissibility of evidence.
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Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable where appropriate
B. Very generic.
C.
D.
4.13.1.7.3 Quality and completeness of evidence (12.1.7.3)
Outline of section
Lists conditions that should be met in order to establish a strong evidence
trail.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

OK

OK

OK

OK

the text as written can be interpreted for use for
safety critical systems (OK) or would some
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additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable where appropriate
B. Similar in the railway safety area, very generic.
C.
D.
4.13.2 Reviews Of Security Policy And Technical Compliance (12.2)
Outline of section
Discusses the need for regular reviews to be carried out of the security of
information systems.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable
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C.
D.
4.13.2.1 Compliance with security policy (12.2.1)
Outline of section
Gives guidance on ensuring compliance with security policies and standards.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

A

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Relation to safety policy should be maintained.
C.
D.
4.13.2.2 Technical compliance checking (12.2.2)
Outline of section
Gives guidance on the carrying out of technical compliance checking against
security implementation standards.
Applicability of section
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In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Should be done together with safety compliance checking.
C.
D.
4.13.3 System Audit Considerations (12.3)
Outline of section
Gives guidance on maximising the effectiveness of and minimising the
disruption caused by the audit process.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

OK

OK

OK

OK

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
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are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable
C.
D.
4.13.3.1 System audit controls (12.3.1)
Outline of section
Lists points that should be observed when planning and carrying out audits.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable
C.
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D.
4.13.3.2 Protection of system audit tools (12.3.2)
Outline of section
Gives guidance on the protection of system audit tools.
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable
C.
D.
4.14 DISCUSSION OF ISO/IEC 17799
The title of ISO/IEC 17799 is “Information technology — Code of practice for
information security management”. The designers, owners and operators of
computer based safety critical systems are concerned to ensure that no
breaches of security impact adversely on its ability to function as specified.
To this end they are concerned about security management in relation to their
system in the widest sense although security of information remains a key
aspect. Information security management in relation to computer based safety
critical systems covers not only the information contained within and used by
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the system’s computers but also information relating to the system design,
and the maintenance and operating procedures.
However security breaches affecting other aspects e.g. hardware, human
factors, etc. could also potentially degrade the safety functionality of the
system. In the designing, installing, commissioning and operating of a safety
critical system care is taken to ensure that any errors, faults or failures
occurring at any phase of the lifecycle do not impair the safety functionality of
the system. The probability that designated safety functions to be carried out
by a safety system will not be subject to errors, faults and failures or will
continue to function in their presence is defined in IEC 615083 as their safety
integrity levels (SILs). The higher the SIL level, the lower the probability of the
safety function not being carried out correctly when required to do so. IEC
61508 gives guidance on good practice that should be followed to achieve a
required SIL level.
ISO/IEC 17799 is strongly focussed on business information assets and its
processing and so understandably makes no reference to IEC 61508. However,
for the designers and users of safety critical systems, how the security life
cycle sits alongside the safety life cycle as defined in IEC 61508 is of prime
importance. The relationship between the security requirements and the SIL
(Safety Integrity Level) of the safety functions to be carried out by safety
system is an important issue. As is the relationship between the hazard and
operability study or similar safety risk analysis required for safety critical
systems as specified in IEC 61508 and the assessment of security risks as
specified in ISO/IEC 17799.
The European safety critical systems industry would benefit from having a
sector specific guidance document on the setting up, operation and
maintenance of a system for security management. ISO/IEC 17799 provides
guidance in setting up, operating and maintaining a system for information
security management which in many ways is similar to that provided by the
ISO 90004 series of standards for a quality management system. As such much
of the content is generic in nature and widely applicable. Indeed there is a
section in the standard entitled “developing your own guidelines” and it may
be that a sector specific guideline for safety critical systems could be
developed in this way. The new guidance document would draw heavily on
the content and structure of ISO/IEC 17799 while addressing those aspects of
specific concern to safety systems. The new document should also aim to be
consistent with the guidance given in IEC 61508 and where appropriate the
relationship between sections in the two documents should be explained.

3
4

See references
See references
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There were aspects particular to the security of safety critical systems
identified that are not adequately addressed in the document studied where it
was difficult to associate the inadequacy with a particular section. A list of
these aspects is presented in sub-section 6.1.
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5. GERMAN BASELINE PROTECTION MANUAL

5.1 GENERAL
Individuals who are experts in their field prepared a one-page description of a
generic example of a safety critical system in each of four industrial sectors.
The sectors chosen are nuclear, rail, medical and power distribution. The
descriptions are given in Appendices 8.1 to 8.4.
These experts were asked to assume that they had been tasked with
identifying the security requirements for such a system, implementing
appropriate protection measures and setting up an appropriate security
management system covering all phases of the system lifecycle. They were
further asked to assume that their expertise did not cover any security aspects
and that they were seeking guidance to enable them to carry out these tasks.
They were then asked to evaluate the applicability of the guidance given in
ISO/IEC 17799 and the German Baseline Protection Manual, to these tasks for
their particular example. They assessed the applicability of each section of the
documents as being either:
Not applicable (NA) – not of particular use for their example system
even if applicable to other systems e.g. e-commerce etc. or;
Applicable (A) – of use in their role of ensuring that the safety of their
example system is not compromised through any breach of security or;
Very applicable (VA) – virtually essential – a key requirement to
ensuring that the safety of their example system is not compromised
through any breach of security.
They also commented as to whether the text as written was:
OK - can be interpreted for use for safety critical systems without any
additional guidance or;
AG - additional guidance would be beneficial.
Finally for each section of the documents they stated whether in their opinion
and in relation to the issues covered by this section, there are any important
aspects particular to the security of safety critical systems that have not been
adequately addressed – (YES/NO).
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NO – there are no important aspects particular to the security of safety critical
systems that have not been adequately addressed.
YES – The following important aspect(s) particular to the security of safety
critical systems have not been adequately addressed.
In the tables that follow the column headings relate to the examples given in
Appendices 8.1 to 8.4 viz. A-nuclear, B-rail, C-medical and D-power.
In this section the individual clauses of the German Baseline Protection
Manual are evaluated in this way. The subsection headings are the titles of the
various clauses in the standard.
5.2 PREFACE
Outline of section
This section outlines the aims and objectives of the IT Baseline Protection
Manual. The standard security safeguards presented in the manual are aimed
at a protection requirement which applies to most IT systems.
5.3 CHANGES
Outline of section
Lists changes to the document. The document reviewed in this report is that
published on the BSI website October 2002 last updated July 2001.
5.4 INTRODUCTION
Outline of section
The introduction explains that the manual provides information on standard
security measures for typical IT systems with "normal" protection
requirements. However many of the protection requirements of IT systems
having very high protection requirements can be satisfied by implementing
the standard security measures, although ultimately these systems need to be
considered separately.
5.5 FINDING YOUR WAY AROUND THE IT BASELINE PROTECTION
MANUAL
5.5.1 IT Baseline Protection: the Aim, Concept and Central Idea (1.1)
Outline of section
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The aim of these IT baseline protection recommendations is to achieve a
security level for IT systems that is reasonable and adequate to satisfy normal
protection requirements and can also serve as the basis for IT systems and
applications requiring a high degree of protection. This is achieved through
the appropriate application of organisational, personnel, infrastructural and
technical standard security safeguards.

5.5.2 Structure and Interpretation of the Manual (1.2)
Outline of section
This describes in detail what steps are necessary in order to achieve a
"baseline protection" level of IT security.
5.5.3 Using the IT Baseline Protection Manual (1.3)
Outline of section
Takes the reader through different ways of using the IT Baseline Protection
Manual dependant on the topic under consideration. The following topics are
covered:
-

IT security process and IT security management

-

IT structure analysis

-

Assessment of protection requirements

-

Security concept

-

Basic security check

-

IT security audit

-

Supplementary security analysis

-

Implementation of IT security concepts

-

IT Baseline Protection Certification

5.5.4 Brief Outline of Existing Modules (1.4)
Outline of section
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Gives a brief description of the modules in the current document.
5.5.5 Resources (1.5)
Outline of section
Gives information on software tools and supplementary documentation
available to support usage of the manual.
5.5.6 Information Flow and Points of Contact (1.6)
Outline of section
The contents of the manual can be obtained from BSI on CD-ROM and on the
Internet at http://www.bsi.bund.de/gshb.
5.6 USING THE IT BASELINE PROTECTION MANUAL
5.6.1 Using the IT Baseline Protection Manual (2.0)
Outline of section
The function of IT security management is to draw up and implement an IT
security concept. The subsequent sub-sections describe how to create an IT
security concept using the IT Baseline Protection Manual. After the IT security
concept has been drawn up a plan can then prepared for implementation of
the identified IT security safeguards.
5.6.2 IT Structure Analysis (2.1)
Outline of section
The IT structure analysis provides the means for performing a preliminary
survey aimed at collecting information which will be needed later on when
drawing up an IT baseline protection security concept. The following topics
are covered:
-

Analysis of a network plan

-

Updating of the network plan

-

Reducing complexity by identifying groups of similar assets

-

Collecting information about the IT systems
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-

Capturing information about the IT applications and related information

5.6.3 Assessment of Protection Requirements (2.2)
Outline of section
Having captured the structure this section describes how to assess the IT
protection requirements. Topics covered are:
-

Assessment of protection requirements for IT applications
Step 1: define protection requirement categories
Step 2: consider of damage scenarios
Step 3: documentation of the results

-

Assessment of protection requirements for IT systems

-

Assessment of protection requirements for communications links

-

Assessment of protection requirements for IT rooms

-

Interpreting the results of the protection requirement assessment

5.6.4 IT Baseline Protection Modelling (2.3)
Outline of section
Having established the IT structure analysis and assessed the protection
requirements, this section describes how to model the IT assets under
consideration with the aid of the existing modules of the IT Baseline
Protection Manual.
5.6.5 Basic Security Check (2.4)
Outline of section
This section describes how to perform the basic security check. The following
steps are described:
-

Organisational Preliminary Work

-

Performing the Target Versus Actual Comparison

-

Documentation of Results
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5.6.6 Supplementary Security Analysis (2.5)
Outline of section
The standard security measures aimed at securing baseline protection will
normally provide a reasonable and sufficient level of protection. However, if a
system has a high or very high protection requirement, it may be appropriate
to check whether the standard security safeguards need to be supplemented
or replaced by more stringent IT security safeguards. This section describes
how the additional measures which are appropriate can be determined after
the basic IT baseline protection security check has been performed using a
supplementary security analysis. The following topics are covered:
-

Risk analysis

-

Penetration testing

-

Differential security analysis

5.6.7 Implementation of IT Security Safeguards (2.6)
Outline of section
Describes how the implementation of IT security safeguards identified as
being missing or inadequately implemented can be planned, carried out,
overseen and monitored. The following steps are covered:
-

Step 1: Examine results of investigation

-

Step 2: Consolidate the safeguards

-

Step 3: Prepare an estimate of the costs and effort required

-

Step 4: Determine implementation sequence

-

Step 5: Assign responsibilities

-

Step 6: Measures to accompany implementation

5.6.8 IT Baseline Protection Certificate (2.7)
Outline of section
Discusses the advisability of having a certificate of conformance covering the
successful implementation of the baseline protection measures covered by the
manual.
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5.7 GENERIC COMPONENTS
In the tables that follow the column headings relate to the examples given in
Appendices 8.1 to 8.4 viz. A-nuclear, B-rail, C-medical and D-power.
5.7.1 IT Security Management (3.0)
Outline of section
“This chapter presents a systematic approach to establishing functional IT
security management and adapting it over time in line with developments in
business operations. Specifically it identifies the threats which arise from a
lack of or inadequate IT Security Management (see section 5.14.2 below) and
details recommended countermeasures (see 5.13.2 below)”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

AG

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
A. A guideline on security for computer based safety systems should have
additional material covering non-IT aspects.
B. Additional guidance on non-IT related aspects of security as well as safety
of the overall system should be addressed. The meaning of business
operations has to be extended to safety of the addressed systems (here:
railways), which includes not only business operations but also impact on
environment and the public.
C. The text is general and applies to all systems. Additional guidance needed,
unless coming up in the following chapters.
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D.
5.7.2 Organisation (3.1)
Outline of section
“This module lists the organisational procedures that are basically required
for IT security. Examples are the determination of responsibilities, data media
administration and procedures regarding the use of passwords. They apply to
every IT system.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
A. A guideline on security for computer based safety systems should have
additional material covering non-IT aspects.
B. Safety is not properly addressed. The impact of security breaches and
measures on system safety has to be made clear for the application
addressed.
C.
D.
5.7.3 Personnel (3.2)
Outline of section
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“The Personnel module describes staff-related safeguards to be
the achievement of IT security. Examples are arrangements
absences, training activities, and controlled procedures in
termination of employment. They apply regardless of the type
employed.”

observed for
during staff
the case of
of IT system

Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. A guideline on security for computer based safety systems should have
additional material covering non-IT aspects.
B. Applicable in principle to safety as well as security, non-IT aspects are
relevant too.
C.
D.
5.7.4 Contingency Planning (3.3)
Outline of section
“This module presents a procedure for drawing up a contingency planning
concept and is especially important for larger IT systems.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
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when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
A. A guideline on security for computer based safety systems should have
additional material covering non-IT aspects.
B. Safety systems (standards) have a set of methods and system architectures
to maintain safety despite faults and failures, especially in case of
continuous mode operations. This should be included as part of business
continuity (see 4.12. of ISO 17799, business continuity)
C.
D.
5.7.5 Data Backup Policy (3.4)
Outline of section
“This module shows how a sound data backup policy can be systematically
developed. It is especially intended for larger IT systems or IT systems on
which a large amount of data is stored.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example
not applicable (NA), applicable (A), very
applicable (VA).
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B

C

D

VA

VA

VA

A
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the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Very applicable to the IT aspects of a computer based safety critical system
B. Generally applicable to IT systems, should be adapted to specific needs of
real time, distributed embedded systems and control plus
communications.
C.
D.
5.7.6 Data Privacy Protection (3.5)
Outline of section
“This module presents the basic conditions for realistic data privacy and
shows the interrelationship of IT security and IT baseline protection. It was
developed under the lead of the Federal Data Privacy Officer (BfD) in cooperation with the data privacy officers of the German state and the
individual German Länder, and can be obtained from the BfD.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

OK

OK

OK

OK

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
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are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Important for safety systems involving the storage of personal data.
B. Not critical in the sense of safety critical systems control, of minor
relevance to safety of railway operations.
C.
D.
5.7.7 Concept of computer virus protection (3.6)
Outline of section
“The aim of the computer virus protection concept is to create a suitable
package of safeguards which will enable penetration of an organisation's IT
systems by computer viruses to be prevented or detected as early as possible
so that countermeasures can be taken and possible damage can be
minimised.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
A. Generally applicable
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B. Guidance needed with respect to overall systems safety in railway
applications (including specific timing constraints etc.)
C.
D. Generally applicable. In the computer virus protection design it should
probably be taking into consideration that real-time safety related systems
must respond in deterministic way when it is needed.
5.7.8 Crypto-concept (3.7)
Outline of section
“This module describes a procedure whereby in a heterogeneous
environment both the data stored locally and the data to be transmitted can be
protected effectively through cryptographic procedures and techniques.“
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
A. May have application in some safety systems.
B. Confidence in configuration, code used and data as well as control
messages can be somehow guaranteed by applying cryptographic
methods (digital signatures, encrypted messages etc.), such increasing
trust in the system and its safety as it was proven for a certain
configuration and application.
C.
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D.
5.7.9 Handling of security incidents (3.8)
Outline of section
“To maintain IT security in ongoing operations, it is necessary to have
developed and practised a policy for the handling of security incidents. A
security incident is an event whose impact could cause significant loss or
damage. To prevent or contain any loss or damage, security incidents should
be dealt with swiftly and efficiently.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

AG

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
A. Some aspects generally applicable but additional input on non-IT aspects
required.
B. The relationship between safety and security
requirements) has to be assessed and made very clear.

aspects

(system

C. In case of the medical robot, additional guidance is needed on the
background. Robot review should include check on security issues, and a
security specialist needs to be assigned part time to the robot in order to
check for security breaches.
D.
5.7.10 Hardware- and Software-Management (3.9)
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Outline of section
“The aim of the Hardware and Software Management module is to ensure
that IT operations are managed and organised properly. To this end the main
focus in the module is on recommendations for procedures and sequences
which refer specifically to IT hardware or software components.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

YES

YES

NO

NO

Comments
A. Much that is relevant but non-IT aspects not fully covered. Important
subject of electromagnetic interference (EMI) and radio frequency
interference (RFI) not addressed (addressed later under T4.4 within T4 Technical Failures, reviewed in subsection 5.14.4)
B. Hardware and software management in general are important for safety as
well as security management. Hardware aspects, EMI, specific HW failure
modes are not covered here but relevant in hard RT control. Safety impact
has to be made clear.
C.
D.
5.8 INFRASTRUCTURE
5.8.1 Buildings (4.1)
Outline of section
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“This module specifies the safeguards which must be observed in every
building in which data processing takes place. These include safeguards
relating to the power supply, fire protection and building protection, as well
as organisational safeguards such as key management.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

AG

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

YES

YES

NO

NO

Comments
A. An important topic for safety systems. In a new guideline, reference
should be made to standards and guidelines in addition to DIN and VDE
documents. In the case of nuclear there are national, European and
International standards and guidelines recognised by regulatory bodies as
either being relevant or mandatory. The threat from seismic events is
missing.
B. Railways have a specific culture, but still rely too much on
“proprietorship” of the solutions used, so security aspects of safety are
neglected.
C.
D. Current practice, guidelines and standards (e. g. IEEE Std 1420-2000: IEEE
Guide for Electric Power Substation Physical and Electronic Security) on
physical security applied in electric power sector should be taken into
consideration in a sector specific security guidelines or standard).
5.8.2 Cabling (4.2)
Outline of section
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“The Cabling module recommends safeguards which should be adopted when
laying utility and communications lines in a building. Subjects covered
include fire sealing of routes, selection of appropriate types of cables and
documentation of cabling.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK

NO

NO

?*)

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
A. For safety critical systems redundancy and diversity of cabling types and
routings should be covered more fully.
B. Fault tolerance and other safety aspects are part of current practices
already, additional security issues are becoming more important now.
C.
D. *) This section, similarly like almost all others, contains a lot of very
valuable material. But it is very difficult to say if all important aspects
have been adequately addressed.
5.8.2.1 Office (4.3.1)
Outline of section
“The Office module covers all the safeguards to be observed in connection
with the use of IT in an office. Subjects covered include closed windows and
doors and supervision of visitors and contractors.”
Applicability of section
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In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

YES

NO

NO

NO

Comments
A. Much of the content is generally applicable but the topic of control rooms
should be mentioned here and more fully covered in a separate module.
B. Control rooms and train management installations should be specifically
addressed (the normal office issues are not so relevant in context of safe
railway operations).
C.
D. See comment to Section 5.7.2
5.8.2.2 Server Room (4.3.2)
Outline of section
“This module lists the safeguards to be observed in the use of a room housing
a server (for IT systems or PBXs). Subjects covered include avoidance of water
pipes, air conditioning, local uninterruptible power supply (UPS) and
smoking bans.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A
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C

D
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not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

OK

NO

NO

NO

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
A. Much of the content would also apply to control rooms and eqipment
rooms for safety systems.
B. Railway practices fit already into these practices, some security issues have
to be considered in more details. Fault tolerance mechanisms apply to
safety critical equipment.
C.
D. See comment to Section 5.7.2
5.8.2.3 Data Media Archives (4.3.3)
Outline of section
“If a room is used to accommodate data media archives, certain requirements
for IT security must be adhered to. These are presented in the form of
safeguards for IT baseline protection. Subjects covered include hand-held fire
extinguishers, use of safety doors and smoking bans.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

A

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK
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are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Generally applicable
B. Generally applicable
C.
D. See comment to Section 5.7.2
5.8.2.4 Technical Infrastructure Room (4.3.4)
Outline of section
“It is also necessary to take certain IT security measures in rooms where
technical infrastructure is installed, for instance the PTT cable entry room,
distributor room and low-voltage distribution room. These are specified in
this section.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

OK

OK

AG

NO

NO

NO

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
A. Additional examples of equipment rooms for safety systems would be
helpful.
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B. Examples for typical equipment and installations in the railway area
would be helpful.
C.
D. Practice that has developed in electric power sector for many years, e.g. in
power substations, should be taken into consideration.
5.8.3 Protective Cabinets (4.4)
Outline of section
“Secure cabinets can be used to increase protection in rooms where data
media or hardware are kept (e.g. server room, data media archive). If
necessary, a special server cabinet can be used as an alternative to a server
room. The necessary procedures for obtaining, siting and using a secure
cabinet are described in this module.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

OK

OK

OK

NO

NO

NO

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
Give reasons for the selections made under Applicability of section above.
A. Should be expanded to include protective cabinets for housing computers,
scanners and other electronic boxes.
B. Should include all types of electronic equipment used in railways.
C.
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D. Practice that has developed in electric power sector for many years, e.g. in
power substations, should be taken into consideration.
5.8.4 Working place at home (4.5)
Outline of section
“This module describes the measures required to set up a telecommuting
workstation with an appropriate security standard in such a way that it can be
used for official tasks.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

NA

A

OK

OK

OK

OK

NO

NO

NO

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
A. Could become increasingly important during the design, development ant
construction stages also in the process of determining set point values for
control and protection systems.
B. At the moment not a critical issue, but teleoperations and wireless
communications will become more important in critical. The same may
apply to design, development and maintenance.
C.
D.
5.8.5 Computer Centres (4.6)
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Outline of section
“A computer centre comprises the facilities and premises necessary to operate
a large data processing system installed centrally for a number of offices. This
module contains recommendations as to security measures for a computer
centre whose security requirements lie between those of a server room and
those of a high-security computer centre.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

OK

OK

OK

OK

NO

NO

NO

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
A. While this section can be interpreted for use for safety critical systems
without any additional guidance it would be useful to mention other
examples such as data logging rooms.
B. Can be interpreted for railways too, application specific examples would
be helpful.
C.
D.
5.9 NON-NETWORKED SYSTEMS
5.9.1 DOS-PC (single user) (5.1)
Outline of section
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“This module specifies the safeguards to be observed when using a normal
PC that is routinely used by a single user. Subjects covered include password
protection, use of a virus detection program, regular backup.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

OK

OK

OK

OK

NO

NO

NO

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
A. Applicable if used.
B. Generally applicable, but not used (hopefully) in safety critical control
applications.
C.
D.
5.9.2 Unix-System (5.2)
Outline of section
“This module considers IT systems which run under the UNIX or Linux
operating systems and are operated either on a stand-alone basis or as a client
in a network. Terminals or PCs which are run as terminals can be connected.
Both organisational and UNIX-specific safeguards are listed.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
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when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

OK

OK

OK

OK

NO

NO

NO

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
A. Applicable if used.
B. Applicable where appropriate (not typical RT control).
C.
D.
5.9.3 Laptop PC (5.3)
Outline of section
“As compared with a normal PC, a portable PC (laptop) requires additional IT
security safeguards because it is exposed to other threats due to its mobile
nature. Examples of additional safeguards which apply to laptop PCs are
suitable safe-keeping during mobile use and use of an encryption product.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

OK

OK

OK

OK

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
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are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Applicable if used.
B. Restricted use in safety critical applications (as maintenance tool etc.)
C.
D.
5.9.4 DOS-PC (multiuser) (5.4)
Outline of section
“This module specifies the safeguards which must be adhered to when using
a normal PC which is routinely used by several users. Subjects covered
include PC security products, password protection, use of a virus detection
program, regular backup.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

OK

OK

OK

OK

NO

NO

NO

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
A. Applicable if used.
B. Not typical for safety critical applications.
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C.
D.
5.9.5 Windows NT PC (5.5)
Outline of section
“The safeguards needed for non-networked PCs which run under the
Windows NT operating system (version 3.51 or 4.0) are described in this
module. Security-specific aspects of individual Windows NT applications are
only covered briefly.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

OK

OK

OK

OK

NO

NO

NO

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
A. Applicable if used.
B. Not typical for safety critical applications.
C.
D.
5.9.6 Windows 95 PC (5.6)
Outline of section
“Non-networked PCs which run under Windows 95 can be configured as
stand-alone systems or as clients in a network for one or more users. The
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necessary safeguards for both operating variations are described in this
module.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

OK

OK

OK

OK

NO

NO

NO

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
A. Applicable if used.
B. Not typical for safety critical applications.
C.
D.
5.9.7 Stand-alone IT systems (5.99)
Outline of section
“For IT systems not yet considered in the IT Baseline Protection Manual the
generic module 5.99 can be used.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very

A

A

VA

A
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applicable (VA).
the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

OK

NO

OK

OK

OK

NO

NO

NO

Comments
A. Applicable if used.
B. Applicable in some safety critical applications
C.
D.
5.10 NETWORKED SYSTEMS
5.10.1 Server-supported Network (6.1)
Outline of section
“The necessary safeguards that must be taken into account when operating a
server-supported network are explained in this module. These considerations
are independent of the operating system used on the servers and clients.
Safeguards pertaining to operating systems can be found in the specific
modules of Chapters 5 and 6.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

OK

OK

OK

OK

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
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are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

YES

Comments
A. Applicable if used.
B. Applicable for distributed networked embedded systems and control,
safety related issues have to be addressed separately (impact of security
breaches and countermeasures on safety has to be described)
C.
D. It must be taken into account that in considered examples of safety-related
application of computer-based systems in power networks, computer
networks, e.g. power substation LAN, are used for carrying out safetyrelated functions.
5.10.2 Unix-Server (6.2)
Outline of section
“IT systems which, as servers, provide services on a network and run under
the UNIX or Linux operating system are considered here. Safeguards directed
at providing IT security in this IT environment are described here. These
safeguards are UNIX-specific and must be supplemented by Section 6.1.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

OK

OK

OK

OK

YES

NO

YES

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)
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Comments
A. Applicable if used.
B. Applicable for distributed networked embedded systems and control,
safety related issues have to be addressed separately (impact of security
breaches and countermeasures on safety has to be described)
C.
D. It must be taken into account that in considered examples of safety-related
application of computer-based systems in power networks, computer
networks, e.g. power substation LAN, are used for carrying out safetyrelated functions.
5.10.3 Peer-to-Peer Network (6.3)
Outline of section
“This section describes how a peer-to-peer network can be securely operated
for IT baseline protection. Topics include the design of such a network from
the point of view of security, administrative options and functional
limitations. The operating systems Windows for Workgroups 3.11, Windows
95 and Windows NT apply here.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

OK

OK

OK

OK

YES

NO

NO

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)
Comments
A. Applicable if used.
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NO

B. Applicable for distributed networked embedded systems and control,
safety related issues have to be addressed separately (impact of security
breaches and countermeasures on safety has to be described)
C.
D. Applicable if used but it is not generally used. The electric power sector
developed their own concept for computer networks used in the sector.
During 2002 the first parts of the international standard IEC 61850 on
communication networks and systems in substations were issued (Part 3
and 4, Parts 1, 2 and 5-10 are under development).
5.10.4 Windows NT Network (6.4)
Outline of section
“The design and operation of a secure Windows NT network is described in
this module. Windows NT-specific safeguards are predominantly dealt with
here. They must be supplemented by the general safeguards contained in
Section 6.1.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

OK

OK

OK

OK

YES

NO

NO

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
A. Applicable if used.
B. Applicable for distributed networked embedded systems and control,
safety related issues have to be addressed separately (impact of security
breaches and countermeasures on safety has to be described)
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C.
D. Applicable if used.
5.10.5 Novell Netware 3.x (6.5)
Outline of section
“This section covers a Novell 3.x network providing client/server
functionality. As such, it serves as an operating system-specific supplement to
Section 6.1 Server-Supported Network. The installation, configuration, operation
and maintenance of Novell NetWare servers are dealt with.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

OK

OK

OK

OK

YES

NO

NO

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
A. Applicable if used.
B. Applicable for distributed networked embedded systems and control,
safety related issues have to be addressed separately (impact of security
breaches and countermeasures on safety has to be described)
C.
D. Applicable if used.
5.10.6 Novell Netware 4.x (6.6)
Outline of section
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“This section covers a Novell 4.x network providing client/server
functionality. As such, it serves as an operating system-specific supplement to
Section 6.1 Server-Supported Network. The necessary safeguards for installation,
configuration and operation of a Novell 4.x network are described. The
directory service NDS (NetWare Directory Services) is considered in detail.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

OK

OK

OK

OK

YES

NO

NO

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
A. Applicable if used.
B. Applicable for distributed networked embedded systems and control,
safety related issues have to be addressed separately (impact of security
breaches and countermeasures on safety has to be described)
C.
D. Applicable if used.
5.10.7 Heterogeneous Networks (6.7)
Outline of section
“This module enables existing heterogeneous networks to be analysed and
enhanced and new ones to be planned. It shows how to segment a
heterogeneous network in a suitable way, how to plan and implement a
network management system and how auditing and maintenance can be
implemented, so as to ensure secure operation. Additional topics covered
include redundant network components and backup of configuration data for
contingency planning.”
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Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

OK

OK

OK

OK

YES

NO

NO

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
A. Applicable if used.
B. Applicable for distributed networked embedded systems and control,
safety related issues have to be addressed separately (impact of security
breaches and countermeasures on safety has to be described)
C.
D. Applicable if used.
5.10.8 Network and System Management (6.8)
Outline of section
“A management system enables all the hardware and software components in
a local network to be managed centrally. This module describes the steps
necessary to successfully set up a network and system management system,
starting with the design, then going on to procurement and finally use in
service.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example
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B

C

D

not applicable (NA), applicable (A), very
applicable (VA).
the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

A

A

VA

A

OK

OK

OK

OK

NO

NO

NO

NO

Comments
A. Applicable if used. Should not be interpreted as adequately covering the
use of a distributed control or protection system as a safety system which
is not covered in the document.
B. Applicable for distributed networked embedded systems and control,
safety related issues have to be addressed separately (impact of security
breaches and countermeasures on safety has to be described)
C.
D. Existing practice in electric power sector should be taken into account.
5.11 DATA TRANSMISSION SYSTEMS
5.11.1 Exchange of Data Media (7.1)
Outline of section
“This module describes the safeguards which should be considered when
exchanging data media. Technical measures, such as encryption, are
described, as well as the correct choice of delivery method. These measures
are addressed particularly at situations where data media are exchanged on a
regular basis.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very

A

A

VA

A
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applicable (VA).
the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

OK

NO

OK

OK

OK

NO

NO

NO

Comments
A. Applicable if used.
B. Generally applicable
C.
D.
5.11.2 Modem (7.2)
Outline of section
“This module deals with measures to be adhered to when working with a
modem, notably call-back mechanisms and encryption. Information is also
given regarding remote maintenance over a modem.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

VA

A

A

OK

OK

OK

OK

NO

NO

NO

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)
Comments
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NO

A. Applicable if used.
B. Applicable
when
used
transfer/communications)

(just

another

detail

on

data

C.
D.
5.11.3 Firewall (7.3)
Outline of section
“Networking of existing subnetworks with global networks such as the
Internet requires that the internal network is effectively protected. In order
that such protection can be provided by a firewall, the security objectives
must be clearly formulated and then put into practice through the correct
installation and administration of the firewall.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

OK

OK

OK

OK

YES

NO

NO

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
A. Applicable if used.
B. Applicable if used (not recommended for critical control, may become
more important when critical message will be transferred via internet
channels in future).
C.
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D.
5.11.4 E-Mail (7.4)
Outline of section
“The safeguards required both on the mail server and the mail client for
secure communication via e-mail are listed. The safeguards that have to be
observed by the users are also presented.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

OK

OK

OK

OK

NO

NO

NO

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
A. Applicable if used.
B. Applicable if used (not recommended for critical control, may become
more important when critical message will be transferred via internet
channels in future).
C.
D. Applicable if used for auxiliary computers. Communication via e-mail is
rather not used by computer-based control systems that carry out safetyrelated functions.
5.11.5 WWW server (7.5)
Outline of section
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“A WWW server is an IT system which makes files from an information
database available to WWW clients. A WWW client, also called a browser,
displays the information from a WWW server on the user's computer. The
security of the use of the WWW is based on the security of the WWW server,
the WWW client and the communications link between the two. The WWW
Server module describes the safeguards required for secure use of the WWW.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

OK

OK

OK

OK

NO

NO

NO

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
A. Applicable if used.
B. Not expected to become safety critical (only auxiliary functions of the
railway in formation systems to passengers and users, business critical for
ticketing etc.)
C.
D. Applicable if used for auxiliary computers. Computer-based control
systems that carry out safety-related functions are rather not used as www
servers.
5.11.6 Remote Access (7.6)
Outline of section
“In order for a user to be able to access a remote computer network from his
local computer, appropriate remote access services must be established. This
module explains how to protect the individual RAS system components and
draw up a corresponding RAS security concept.”
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Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

OK

OK

OK

AG

NO

NO

NO

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
A. Applicable if used.
B. Applicable if used, critical operations should be fault tolerant in
procedures.
C.
D. Existing practice and specificity of an electric power sector should be taken
into account.
5.11.7 Lotus Notes (7.7)
Outline of section
“Notes is a product used to support workgroups. To this end it provides
functionality for communication, data transmission and data keeping. The
module contains safeguards aimed at the secure planning, installation,
configuration and operation of Lotus Notes components, both client and
server-side.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example
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A
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B

C

D

not applicable (NA), applicable (A), very
applicable (VA).
the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

A

A

A

A

OK

OK

OK

OK

NO

NO

NO

NO

Comments
A. Applicable if used.
B. Not targeting at safety critical operations.
C.
D.
5.12 TELECOMMUNICATIONS
5.12.1 Telecommunications System (PBX) (8.1)
Outline of section
“This module considers private branch exchanges (PBX) based on ISDN. A
PBX is typically a complex IT system whose administration requires a number
of safeguards if it is to operate securely.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

OK

OK

OK

OK

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
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are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. Applicable if used.
B. Applicable if used, communication is part of safety critical operations –
relationship to security requirements has to be taken into account.
C.
D. Applicable if used.
5.12.2 Fax Machine (8.2)
Outline of section
“The transmission of information over a stand-alone fax machine opens up a
new area of threats. The safeguards required to ensure IT baseline protection
when using fax machines are described. These include the disposal of fax
consumables, the appropriate positioning of the fax machine and, if
appropriate, any communication between sender and receiver.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

NA

A

OK

OK

OK

OK

NO

NO

NO

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)
Comments
A. Applicable if used.
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NO

B. Applicable, not typical for safety critical operations in railways.
C.
D. Applicable if used (see remark to Section 5.10.4)
5.12.3 Answering Machine (8.3)
Outline of section
“Modern answering machines with remote access capabilities can be thought
of as IT systems which store speech information. They are at risk from abuse
of the remote replay facility. IT baseline protection measures for answering
machines are described, also specifically in regard to this threat.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

NA

A

OK

OK

OK

OK

NO

NO

NO

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
A. Applicable if used.
B. Not typical for safety critical operations.
C.
D. Applicable if used (see remark to Section 5.10.4).
5.12.4 LAN integration of an IT system via ISDN (8.4)
Outline of section

221

RdMapD31.doc- MARCH 2003

“This module considers the integration of an IT system into a remote LAN by
means of an ISDN adapter card with S0-interface. It is assumed that this LAN
contains a router which is connected to the public telephone network via an
S2M-interface.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

OK

OK

OK

OK

YES

NO

NO

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
A. Applicable if used.
B. Applicable if used (may be relevant for critical control, interrelationship
safety - security).
C.
D. Applicable if used.
5.12.5 Fax server (8.5)
Outline of section
“This module concentrates on fax transmissions using a fax server. A fax
server in this sense is an application which is installed on an IT system and
provides services on a network enabling other IT systems to send and/or
receive faxes.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
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when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

NA

A

OK

OK

OK

OK

NO

NO

NO

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
A. Applicable if used.
B. Not typical for railway safety critical operations.
C.
D. See comment to Section 5.10.4
5.12.6 Mobile Telephones (8.6)
Outline of section
“This section presents a set of security safeguards for the components mobile
phone, base station and fixed network and their mutual interaction, which are
aimed at ensuring that use of digital mobile telephone systems based on the
GSM standard (D and E networks) is secure.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

VA

NA

A

OK

OK

OK

OK

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
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are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
A. Applicable if used.
B. Mobile communication is becoming safety critical, future systems based on
GSM-R for train – traffic control – train communications partially replace
track bound signaling etc. Safety impact has to be considered when
looking at strength of security protection.
C.
D.
5.13 OTHER IT COMPONENTS
5.13.1 Standard software (9.1)
Outline of section
“A procedure is described as to how the life cycle of standard software can be
structured, i.e. requirements catalogue, selection, testing, approval,
installation and deinstallation. Aspects such as functionality tests and security
characteristics, installation instructions and the approval process are
described.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

NA

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

AG

AG

OK

NO

NO

are there any important aspects particular to the
security of safety critical systems that have not
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NO

been adequately addressed (YES/NO)
Comments
A. Needs cross-referencing to IEC 61508.
B. Safety management is based on similar principles, correlation with IEC
61508 standards has to be established (see: new work items in the
maintenance phase of IEC 61508, JTT 4, Security)
C.
D. This guidelines is designed for typical IT systems applied for example in
an office and rather can not be considered adequate for safety-related
systems especially when the systems are connected into network
distributed all over a country, and are used for remotely control safetyrelated functions in the electric power systems that constitute the most
critical infrastructure for a given country. For such systems security it is
not something additional, an extra feature that the systems should posses,
but it is an indispensable feature without that we cannot consider the
systems as safe, and which should be embedded into the systems in the
process of a system design and not added to the system. As for example in
the phases of hazard and risk analysis and overall safety requirements
definition of a safety-related system design we model predefined set of
failures to check if in case one of these failures the system would preserve
their safety, similarly we should consider predefined scenario of security
breaches. So it seems that the right solution would be even not to prepare
additional guidelines for security of safety-related systems but to
incorporate process of definition and ensuring required security level into
a standard for safety, i.e. the generic standard IEC 61508 or sector standard
based on the generic one. Since for many safety related systems also e. g.
availability is important in fact it would be standard not for ensuring
safety but for ensuring dependability of safety-related systems, which
would consider all dependability attributes important for a given safetyrelated system, with required trade-off between the attributes. Certainly
the guidelines contain a lot of material that could be very useful in the
process of safety-related systems design.
5.13.2 Databases (9.2)
Outline of section
“Safeguards relating to the selection, installation, configuration and ongoing
operation of a database system are described. These include the development
of a database concept, provisions for the creation of database users and user
groups, and guidelines for database queries.”
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Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

VA

VA

VA

A

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)

OK

OK

OK

OK

NO

NO

NO

are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
A. Very applicable if used.
B. Large (e.g. traffic management, commercial data, ..: ) and small databases
(e.g. those describing a railway station and its signaling installations for
interlocking systems) are used in railway systems – safety impact has to be
assessed and properly addressed.
C.
D.
5.13.3 Telecommuting (9.3)
Outline of section
“The procedures for installing telecommuting workstations are described
from an organisational and personnel point of view. The security-relevant
requirements for telecommuting which need to be implemented through the
use of suitable IT components are described.”
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example
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B

C

D

not applicable (NA), applicable (A), very
applicable (VA).
the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

A

A

NA

A*)

OK

OK

OK

OK

NO

NO

NO

NO

Comments
A. Applicable if used.
B. Applicable if used, may become more important in future traffic
management across different competing operators and infrastructures.
C.
D. *) As in the case of some other sections of this guideline this section does
not concern the considered safety-related control systems, but it might
concern activities connected with the safety-related system design,
maintenance or operation.
5.14 SAFEGUARDS CATALOGUES
5.14.1 Infrastructure (S 1)
Outline of section
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

VA

VA

A

OK

OK

OK

OK

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
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are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

NO

NO

NO

Comments
A. A useful checklist of baseline protection measures.
B. Useful as checklist for security issues and some basic safety hazards, not
complete when looking at safety critical issues.
C.
D. A lot of very useful material.
5.14.2 Organisation (S 2)
Outline of section
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

OK

OK

OK

OK

NO

NO

NO

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
A. A useful checklist of baseline protection measures.
B. Useful as checklist for security issues and some basic safety hazards, not
complete when looking at safety critical issues.
C.
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D. A lot of very useful material.
5.14.3 Personnel (S 3)
Outline of section
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

VA

A

A

OK

OK

OK

OK

NO

NO

NO

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
A. A useful checklist of baseline protection measures.
B. Useful checklist
C.
D. A lot of very useful material.
5.14.4 Hardware/Software (S 4)
Outline of section
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very

A

A

VA

A
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applicable (VA).
the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

OK

NO

OK

OK

OK

YES

NO

NO

Comments
A. A useful checklist of baseline protection measures.
B. Useful as checklist for security issues and some basic safety hazards, not
complete when looking at safety critical issues, fault tolerance mechanisms
etc.
C.
D. A lot of very useful material.
5.14.5 Communications (S5)
Outline of section
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

VA

VA

A

OK

OK

OK

OK

NO

NO

NO

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
A. A useful checklist of baseline protection measures.
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B. Useful checklist
C.
D. A lot of very useful material.
5.14.6 Contingency planning (S6)
Outline of section
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

VA

VA

A

OK

OK

OK

OK

YES

NO

NO

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
A. A useful checklist of baseline protection measures.
B. Safety systems (standards) have a set of methods and system architectures
to maintain safety despite faults and failures, especially in case of
continuous mode operations. This should be included as part of business
continuity (see 4.12. of ISO 17799, business continuity)(see 5.7.4. BSI)
C.
D. A lot of very useful material.
5.15 THREATS CATALOGUES
5.15.1 Force majeure (T 1)
Outline of section
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Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

A

A

OK

OK

OK

OK

YES

NO

NO

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
A. A useful checklist of baseline protection measures.
B. Useful checklist, relationship to safety hazards should be explained,
sectoral examples.
C.
D. A lot of very useful material.
5.15.2 Organisational Shortcomings (T 2)
Outline of section
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

OK

OK

OK

OK

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
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are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

YES

NO

NO

Comments
A. A useful checklist of baseline protection measures.
B. Useful checklist, relationship to safety hazards should be explained,
sectoral examples.
C.
D. A lot of very useful material.
5.15.3 Human Failure (T 3)
Outline of section
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

A

VA

A

OK

OK

OK

OK

YES

NO

NO

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
A. A useful checklist of baseline protection measures.
B. Useful checklist, relationship to safety hazards should be explained,
sectoral examples.
C.
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D. A lot of very useful material.
5.15.4 Technical Failure (T 4)
Outline of section
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example

A

B

C

D

not applicable (NA), applicable (A), very
applicable (VA).

A

VA

VA

A

OK

OK

OK

OK

YES

NO

NO

the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

NO

Comments
A. A useful checklist of baseline protection measures.
B. Useful checklist, relationship to safety hazards should be explained,
sectoral examples.
C.
D. A lot of very useful material.
5.15.5 Deliberate acts (T 5)
Outline of section
Applicability of section
In relation to the security needs of safety critical systems, the contents of this
section of the document are:
when reviewed against example
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B

C

D

not applicable (NA), applicable (A), very
applicable (VA).
the text as written can be interpreted for use for
safety critical systems (OK) or would some
additional guidance be beneficial (AG)
are there any important aspects particular to the
security of safety critical systems that have not
been adequately addressed (YES/NO)

A

A

A

A

OK

OK

OK

OK

YES

NO

NO

NO

Comments
A. A useful checklist of baseline protection measures.
B. Useful checklist, relationship to safety hazards and impact on safety
should be explained, sectoral examples.
C.
D. The manual contains a lot of very useful material. However it was
designed for IT applications and to a certain degree it is unknown to what
extend the material is applicable to real-time safety-related applications.
Also it is unknown to what extend the material is exhaustive.
5.16 DISCUSSION OF THE GERMAN BASELINE PROTECTION MANUAL
The German IT baseline protection manual presents a set of recommended
standard security measures for typical IT systems with the aim of achieving a
security level for such IT systems that is reasonable and adequate to satisfy
normal protection requirements. Like ISO/IEC 17799 the manual is strongly
focussed on business information assets and its processing and again
understandably makes no reference to IEC 61508.
Within the manual four levels of security requirements are identified – basic,
moderate, high and very high (also described when addressing cost benefit as
low, medium, high and maximum). The baseline protection measures
recommended in the manual are stated to be adequate to ensure that the
security requirements for both a basic and moderate level of risk are met.
More stringent countermeasures are likely to be required to meet the two
higher levels of security requirements.
The approach adopted in the IT Baseline Protection Manual is to model the
target IT system using the modules identified and described in the manual
and then to implement the recommended measures for these modules. For a
safety critical system a risk analysis approach would be required in which all
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the security threats are identified and assigned a likelihood of occurrence. The
consequences of each potential breach of security are then assessed and the
overall risk is determined. Appropriate security measures would then be
selected and the analysis rerun to assess if the risk has been sufficiently
reduced. In the baseline protection manual it is suggested that this can be
achieved by carrying out a supplementary security analysis.
Many of the recommended safeguards presented in the manual are likely to
be equally applicable to ensuring the security of safety critical systems.
However a significant number relate only to the security of business
information assets and its processing. The lists of threats and safeguards
provided in the manual while extensive are not claimed to be exhaustive. The
possibility of new additional threats and countermeasures would need to be
explored when considering security issues of particular concern for safety
critical systems. New module(s) may have to be created in order adequately
to model the target safety critical system. In which case the likely threats and
appropriate safeguards would have to be identified.
For each module presented in the manual a package of possible threats
selected from the threats catalogue and a package of recommended
countermeasures selected from the safeguards catalogue are given. The
threats catalogue lists a total of 272 individually identified threats. The threats
catalogue provides a description of each of these but unfortunately does not
provide a cross reference to which of the safeguards listed in the safeguards
catalogue are recommended to counter the described threat. Similarly in the
safeguards catalogue that lists a total of 607 individually identified
countermeasures or safeguards no cross-reference is given to the specific
threat(s) that the safeguard addresses. Such cross-referencing would make the
identification of the likely threats and appropriate safeguards for a new
module easier.
The document in the versions available through the BSI website and from BSI
on CD-ROM is hierarchically structured with hyperlinks readily enabling
more detailed decomposition of the topics covered. This makes it relatively
easy to work through the suggested procedures when planning and
implementing baseline security measures for a typical commercial IT system.
Its interpretation and use for safety critical systems would be more
problematic. The terms used, the issues raised, the applications considered are
all strongly focussed on business information assets and its processing. In the
case of a safety critical system the main focus would be on the module on the
carrying out of a supplementary security analysis. However this module
makes no reference to the hazard and operability study or similar safety risk
analysis which would have had to be carried out for a typical safety system.
No discussion is included on the relationship between the security levels
required and the SIL (Safety Integrity level) of the target system as defined in
IEC 61508. There is no discussion as to how the security lifecycle sits
alongside the safety life, again as defined in IEC 61508.
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The European safety critical systems industry would benefit from having a
sector specific guidance document on security protection. Such a guidance
document should address the protection of the whole system from security
threats and not just the associated information and its processing important
though that is. However the German IT baseline protection manual contains
within it a large amount of valuable source material which should be
extracted, interpreted and reworded in relation to its application to safety
critical systems and incorporated where appropriate in a sector specific guide.
There were aspects particular to the security of safety critical systems
identified that are not adequately addressed in the document studied and in
many cases it was difficult to associate the inadequacy with a particular
section. A list of these aspects is presented in sub-section 6.1.
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6. CONCLUSIONS AND RECOMMENDATIONS

6.1 GENERAL
According to IEC 61508, a safety-related system comprises everything
(hardware, software and human elements) necessary to carry out one or more
safety functions, where failure of the safety function would give rise to a
significant increase in the risk to the safety of persons and/or the
environment. The consequences of failure could also have serious economic
implications. IEC 61508 provides guidance throughout the complete lifecycle
for such systems (specification, design, manufacture, operation, etc.).
To each identified safety function is ascribed a safety integrity level. A safety
integrity level (SIL) corresponds to a range of target likelihood of failures of a
safety function. The higher the SIL level (from 1 to 4), the higher the
requirements for the safety function and the lower the required probability of
the safety function not being carried out correctly when required to do so. IEC
61508 gives guidance on good practice that should be followed to achieve a
required SIL level.
Both the documents studied are strongly focussed on business information
assets and its processing and so understandably make no reference to IEC
61508. However, for the designers and users of safety critical systems, how
the security life cycle sits alongside the safety life cycle as defined in IEC
61508 is of prime importance. The relationship between the security
requirements and the SIL (Safety Integrity Level) of the safety functions to be
carried out by safety system is an important issue. As is the relationship
between the hazard and operability study or similar safety risk analysis
required for safety critical systems as specified in IEC 61508 and the
assessment of security risks as specified in both documents. New guidance
documents are required to cover these aspects.
Many safety critical systems form part of and/or have a high reliance on
critical national infrastructures. The protection of critical information
infrastructures has become a key action in most information age countries.
Critical information infrastructure protection programmes have been set up
providing information on threats and vulnerabilities.
The threat to an individual computer based safety critical system from
potential breaches of security is that its ability to carry out its designated
safety functions when it is required to do so is impaired. Since the system is
computer based, preserving the integrity of relevant information and
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ensuring that it continues to be correctly processed is of prime importance.
However security breaches affecting other aspects e.g. hardware, human
factors, etc. could also potentially degrade the safety functionality of the
system. New guidance documents should address the security of the whole
safety system and its associated safety functions rather than just of the
information within the safety system and its processing.
The following aspects particular to the security of safety critical systems are
not adequately addressed in the two documents studied:
-

the role of and interaction with regulatory bodies

-

cross-references to IEC 61508

-

the relationship between the security lifecycle and the safety life cycle

-

the relationship between the risk analysis carried out to determine safety
requirements and the risk assessment mentioned in the documents to
determine security requirements

-

detailed guidance on a standard risk assessment methodology for the
security of computer based safety related systems

-

the potential impact of technical measures applied for ensuring security of
real-time systems on their real-time properties as well as their availability,
reliability or other attributes

-

the relationship between levels of security required and the safety
integrity level (SIL) required by a safety function

-

the coverage of the vulnerability of a safety system during access for
maintenance is not detailed enough – both on-line and off-line
maintenance should be addressed.

-

there is no detailed reference to a “permit to work” procedure. Such a
procedure is not normally focussed on defending against intentional acts
of sabotage but is generally focussed on:
-

the safety of maintenance staff by ensuring that the equipment
under maintenance is electrically isolated

-

preserving sufficient acceptable though possibly
functionality while carrying out on-line maintenance

-

ensuring that the full functionality of the safety system has been
restored following maintenance
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-

while event reporting is covered no mention is made of mandatory
requirements on reporting laid down by regulatory bodies for safety
systems.

-

there is no discussion on how a security management system relates to a
quality management system (ISO 9000 series), an environmental
management system (ISO 14000 series) or a safety management system
(IEC 61508). Is there a need for a separate, independent chain of command
up to the highest management levels for each of these systems or is some
combination acceptable?

-

Distributed control and protection systems are not adequately covered.

New guidance documents should address these aspects.
In new documents providing guidance on the security of computer based
safety systems it might be reasonable to consider separately the threats,
vulnerabilities and counter-measures for each of the following classes of
system:
-

Protection system

-

Control system

-

Monitoring system

-

Associated non-safety related systems

And as subclasses:
-

Operating system software/firmware/hardware

-

Application programmes software/firmware/hardware

-

Communication software/firmware/hardware

-

Human factors

Together with associated information sub-classes:
-

Data for control settings

-

Data for protection settings

-

Data for monitoring leading to safety related human actions

-

Data for monitoring system health for maintenance purposes
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-

Data which is not directly or immediately safety–related but which
could be security sensitive

While there are a large number of aspects which have both a safety and a
security implication there may be aspects that have either a security
implication without having a direct safety implication or a safety implication
without having a direct security implication. New guidance documents
should cover this aspect.
Hardware/software/firmware maintenance and periodic testing to preserve
the integrity of hardware components provides the possibility of detecting
sabotage. New guidance documents should discuss the extent to which
periodic testing can be used to reveal the occurrence of intentional sabotage.
Currently security requirements for information and information processing
systems used in connection with the following:
-

Design and development

-

Specifications

-

Safety requirements

-

Hazard and operability analysis

-

Choice of suppliers

-

The supply chain

-

Maintenance and operational procedures

-

Work instructions

Are put in place primarily to;
-

Preserve commercial confidentiality

-

Protect intellectual property rights

-

Assure quality

And not primarily to defend against intentional sabotage attacks. New
documents should cover the additional requirements to counter potential
threats to security.
The extent to which redundancy and diversity that is already used to improve
reliability and safety can also counter security threats should be addressed.
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The use of COTS (commercial-off-the-shelf) software and SOUP (software of
uncertain pedigree/provenance) should also be re-examined. Arguably
widely used software could be more readily the subject of a sabotage attack
than bespoke software subject to tight security measures.
The new guidance documents should include in the text examples and
concepts familiar to the designers, users and owners of safety critical systems.
Although not covered in IEC 61508, a guideline on the security of safety
systems should arguably include a section dealing with sensors and actuators.
It should be noted that ISO/IEC 17799 gives only sub-optimal guidance on
implementing security. It merely lists 127 controls. The Information Security
Management System to build a quality system (based on the well-known
PDCA (Plan-Do-Check-Act) model) for those controls is described in detail in
British Standard BS 7799 Part 2:2002. That standard was recently aligned with
ISO 9001, ISO 14001 and the OECD security guidelines.
Security evaluation criteria are the ‘standards’ against which the correctness
and effectiveness of security countermeasures are evaluated. They define
several degrees of rigour for the testing and the levels of assurance that each
confers. They also define the formal requirements needed for a product or
system to meet each Assurance level. ISO 15408, the Evaluation Criteria for IT
Security, better known as the Common Criteria, represents the outcome of
international efforts to align and develop existing European and North
American criteria. The Common Criteria (CC) is used as the basis for
evaluation of the security properties of IT products and systems. The CC
permits comparability among the results of independent security evaluations.
It does so by providing a common set of requirements for the security
functions of IT products and systems and the assurance measures applied to
them during a security evaluation. The applicability of the CC to the needs of
safety critical systems should be studied. This would include an exploration
of the relationship between the Safety Integrity Levels (SILs) defined in IEC
61508 and the Evaluation Assurance Levels (EALs) defined in the Common
Criteria.
6.2 CONCLUSIONS
Because both the documents studied are strongly focussed on business
information assets and its processing and make no reference to IEC 61508, the
standard and the baseline protection manual do not adequately address the
needs of safety critical systems. The standard and the baseline protection
manual would benefit from an associated guidance document covering the
application of the standard and the baseline protection manual to safety
critical systems. However because of the significant number of aspects
particular to safety systems which are not covered in the two documents a
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separate standard and baseline protection manual (or an addendum to the
existing standard and baseline protection manual) specifically addressing the
needs of safety critical systems is needed. The two documents studied provide
an excellent source of material and provide guidance on the structure and
content for the new documents. Other source material should include the
ISO/IEC TR 133355 series of technical reports and British Standard BS 7799
Part 2:2002.
An approach for evaluating the correctness and effectiveness of security
countermeasures for safety critical systems should be developed. As a first
step, the applicability of the ISO 15408 (Common Criteria) to the needs of
safety critical systems should be studied. This would include an exploration
of the relationship between the Safety Integrity Levels (SILs) defined in IEC
61508 and the Evaluation Assurance Levels (EALs) defined in ISO 15408.
6.3 RECOMMENDATIONS
It is recommended that:
1. A management model like that in BS7799 Part 2:2002 should also be
evaluated for its adequacy as a source for a standard for the security
management of computer based safety related systems.
2. A document giving a code of practice for security management for
computer based safety related systems should be produced.
3. A document giving guidance on the security of computer based safety
related systems should be produced.
4. Research should be undertaken to determine the extent to which
redundancy and diversity, already used to improve the reliability and
safety can also act as a countermeasure to security threats.
5. A document should be produced which cross-references existing
standards and guidelines for controls for safety and security critical
environments, to ISO/IEC 17799 and the German baseline protection
manual.
6. A standard risk assessment methodology for the security of computer
based safety related systems should be developed – possibly based on an
extension of HAZOP or other established safety risk analysis techniques.
7. A study is made on the need for an infrastructure to certify an
organisation's conformance to any guidelines produced.

5

see references
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8. Research should be undertaken to determine the extent to which technical
measures applied for ensuring security of real-time systems can impact
their real-time properties as well as their availability, reliability or other
attributes of real-time safety related systems.
9. An approach for evaluating the correctness and effectiveness of security
countermeasures for safety critical systems should be developed. As a
first step, the applicability of ISO 15408 (Common Criteria) to the needs of
safety critical systems should be studied. This would include an
exploration of the relationship between the Safety Integrity Levels (SILs)
defined in IEC 61508 and the Evaluation Assurance Levels (EALs) defined
in ISO 15408.
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8. APPENDICES

8.1 EXAMPLE A – A GENERIC DESCRIPTION OF KEY SAFETY CRITICAL
SYSTEMS ON A NUCLEAR POWER PLANT
The following are three key safety related computer based systems on a
nuclear power plant.
1. Plant control system
This system automatically adjusts plant conditions to keep the plant
within a defined safe operating envelope.
2. Plant protection system
This system operates to shut down the plant should the operating
conditions breach the boundaries of the safe operating envelope.
3. Plant monitoring system
This system monitors the behaviour of the plant including the control and
protection systems, logging the relevant data and raising alarms in the
control room to alert operators to any abnormal plant behaviour. Under
normal plant operation the plant operators also use the monitored data to
carry out any manual adjustments to the plant.
As a regulatory requirement, a safety analysis is carried out for the plant. The
design of the plant is studied to determine all possible failure modes of
components or operational procedures. Using these initiating events
computer models are used to predict any consequent risk to the plant, the
personnel, the public and the environment. The results of these studies are
used to determine the design of the protection system and the settings at
which it operates. Any identified potential security breaches can be fed in to
these studies as additional initiating events
In order to guard against the possibility of a failure of the control system also
causing a failure of the protection system, these two systems are physically
separate, operate independently and are of diverse design and construction.
Security issues
The procedure for altering settings on the control system and particularly on
the protection system must be secure. So also must the procedures for altering
the levels at which the alarm functions in the monitoring system are set.
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Possible accidental or deliberate sabotage attacks must be constantly guarded
against by restricting access to equipment.
If the monitoring system is connected to an external network care should be
taken to ensure that data flow is unidirectional i.e. no downloading of data
should be permitted.
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8.2 EXAMPLE B – A GENERIC DESCRIPTION OF KEY SAFETY
CRITICAL SYSTEMS ON A RAILWAY SYSTEM
Within Europe, the rail sector is undergoing a great change with the
implications of moving from a long established public service structure to one
involving new private companies. As a consequence, this infrastructure sector
becomes more vulnerable.
Compared to other engineering disciplines, railways have a relatively long
history and as at the beginning there was not much need for co-operation
(synchronisation) the development was very much oriented according to the
particular needs of the individual (mostly national) railroad companies. This
fact resulted in an obstacle to join the European railway network. The
different traffic control and interlocking systems have signalling systems,
where the key components are track circuits (electromechanical devices that
control the optical signals), which do not have compatible properties. This
prevents the trains to cross national borders.
An attempt to overcome this drawback is the future introduction of a
European Rail Traffic Management System (ERTMS). The idea is that the
(moving) trains obtain their exact geographic position by GPS. The
information is transmitted to the traffic control centre and in turn the train
gets a speed profile to follow. This, in order not to interfere with trains on the
same track or at crossings. Public wireless network infrastructure is involved.
Positioning information as well as information available in time at the train is
critical, especially for high speed lines. In these conventional signalling with
blocks cannot be used, and the operational profile of a train depends mainly
on information existing about the other trains (especially the preceding ones)
on the same track (line).
Railway systems involve parts of the infrastructure in form of power supply
systems including substations, transmission lines and the corresponding
control centres. Further, the railway-infrastructure includes the network of
tracks (rails) and the traffic control with associated signalling system and
track circuits, and (in the future) wireless communication via GSM-R and
positioning via GPS. Finally, it includes the rolling stock with traction and
braking equipment, together with the related control systems.
Thus we have on-board systems on the train itself, track-side systems,
regional traffic centres and regional as well as global infrastructures involved,
which are all connected and interdependencies arise which makes security
now an important issue.
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For the rail sector there exists a set of European standards678 addressing
specific aspects of the use of computer based systems in safety-related
applications. However, in none of it security aspects are either covered or
mentioned.
Since the security aspects of power systems are assessed separately, we do not
repeat it here. Hence, we are left to assess the following issues:
- Obviously, the most vulnerable part is the communication between the train
and the traffic control (including GSM-R). Jamming of GPS will have adverse
consequences only if either, the receiver on the train does not detect it, or no
safe operation procedure for this situation is in place.
- As long as there are signalling system with associated track circuits, the
possibility exists to cause a wrong side failure of signalling (a red signal is
changed to a green one) by exterior means (frequency generator with
sufficient power covering the sensitive range of the track circuits).
-

In controlling a train different systems are involved. The main systems are:
Vehicle control, converter (traction) control and brake control. For safety
integrity reasons the corresponding software is reloaded at regular
intervals. Technically it is feasible that infected code could be downloaded.
However, it would require extremely high (railway) technical competence
of the intruder, i.e. it would have to be an insider.

-

Concerning data transmission (wireless or not), studies have been made
defining strength of methods for encryption, authentication and integrity
checking of messages required for train control information sent via public
networks or accessible lines, which is depending on the time where data is
considered to be valid (which is limited in these control application, as
opposed to information criticality in information warfare)

CENELEC EN 50126:1999 Railway Applications: The Specification and Demonstration of
Reliability, Availability, Maintainability and Safety (RAMS).
7 CENELEC EN 50128:2001 Railway Applications: Software for Railway Control and
Protection Systems
8 CENELEC EN pr50129:2000 Railway Applications: Safety Related Electronic Systems for
Signalling
6
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8.3 EXAMPLE C – A GENERIC DESCRIPTION OF KEY SAFETY
CRITICAL SYSTEMS ON A MEDICAL DEVICE
The following is an example for safety related computer based medical
devices.
Surgical Robot
The surgical robot (or telemanipulation system) is conducting a surgical
procedure at the patient under the supervision of the medical doctor
(surgeon). The system is either a stand-alone system without any
interconnection to other computer based systems, or it can be connected to
other systems, eg. via LAN.
Within Europe, the surgical robot is classified either as class I, IIa, IIb, or III
depending on the risk involved and the area of surgery. Before receiving the
required CE-mark, a risk analysis is carried out including security issues. The
design of the system is analysed to determine all possible failure modes of
components and operational procedures. Depending on the identified risks,
an integrated or independent safety system is designed and implemented.
Security issues are part of this analysis and subsequent design.
In case of a stand-alone system, only limited actions concerning security are
required. Authorisation procedures are necessary so that only authorized
personnel can make internal changes to the system. Also the use of the system
is restricted to authorized and trained personnel and intended use. Besides
system internal procedures, the man in the loop, the surgeon, is the main
guard against misuse, alteration, etc.
In case of a system as part of the LAN, additional security means need to be
incorporated. No access from the outside should be allowed, either the system
requests information from the outside (like information from the patient data
base) or the system is sending information to the outside. Encryption could be
one of the requirements.
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8.4 EXAMPLE D – A GENERIC DESCRIPTION OF KEY SAFETY
CRITICAL SYSTEMS ON POWER NETWORKS
In general terms an electric power system (EPS) can be partitioned into power
plants and power networks. Power networks consist of transmission
networks, called extra-high voltage (EHV) networks, which are used to
transmit power from power stations to main load centres and distribution
networks of lower voltages, also known as high-voltage (HV) networks,
which are used to distribute power to customers. Both, transmission and
distribution networks consist of power lines, substations and control centres.
The power networks are coupled with telecommunication systems that are
used for communications and transmission of data between power plants,
substations and control centres for remote operation and remote real-time
signalling, metering, control and faults protection. Over the last decade
progress in the computerisation of electric power systems has resulted in a
move towards an integrated EPS telecommunication network. This is used on
an increasingly larger scale for transmitting the data that are critical to the safe
and reliable operation of an EPS and for power grid - related financial
transactions. Also it can be anticipated that there will be a growing tendency
towards the integration of utilities private networks with public networks,
including Internet, aimed at lowering investments costs.
Computer-based control and protection systems used in power substations
are examples of safety-related computer applications in power networks.
Substations form vital nodes in the EHV and HV networks because among
other things they make possible modifications in the configuration of
networks during the operation of the system by means of switching devices.
Substations which include transformers also are the nodes of a network in
which power is supplied from power plants to transmission and distribution
networks and from distribution networks to the consumers. At present the
majority of EHV substations and main HV substations are controlled by
substation automation systems (SAS). A large part of the substations are
unmanned, and are remotely operated from control centres. In automated
substations the switching operations are performed by SASs. Initiation of a
switching operation can be performed locally by substation personnel or
remotely from a control centre.
The main safety-related functions performed by SAS are switching operations
which can create a hazard for substation staff, substation equipment and for
an EPS. The hazard arises from the fact, that for design reasons, disconnectors
(isolators) used in substations are not able to switch on or off a loaded line.
They are used only to ensure the required isolation clearance between
disconnected elements which cannot be achieved by a circuit breaker used to
switch on and off the loaded line. In order to take these limitations into
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consideration switching operations performed by means of disconnectors and
circuit breakers must be performed strictly according to a given sequence.
If this sequence is carried out in an incorrect way, for example the signal from
SAS for opening would be sent at first to the disconnector, an electric arc
would arise between the contacts of the disconnector accompanied by high
rate optic and acoustic phenomena, spraying melted metal etc. The arc would
travel to neighbouring phases, resulting in an inter-phase short circuit. It
would look like an explosion. This failure would cause considerable material
losses because of complete destruction of the disconnector and partially or
complete destruction also other components near the disconnector,
disturbance in substation operation and interruption of energy supply to
consumers. Sprayed melted metal could cause serious injury to any persons
near an exploding disconnector.
Depending on the situation in a given EPS, the incorrect sequence of
switching operation could also initiate even large power system failure, i.e.
loss of stability and collapse of the EPS, which may be partial or total, called
blackout. The loss of stability is understood in the sense applied in dynamical
systems, it means generators connected to the EPS fall - out of synchronism. It
causes an emergency shutdown the generators by automatic protection
devices in order to protect them against destruction and emergency stop of
the power stations. Economic and social results of the loss of stability by an
EPS are always very serious and can be catastrophic.
Other safety-related functions performed by computer-based control and
protection systems applied in substations can also initiate a power system
failure. Examples of such functions include detection and the elimination of
faults or abnormal conditions in power systems, measurement of analog
quantities, voltage regulation by changing a position of transformer tapchanger, warning signalling (e.g., reduced SF6 pressure in switchgear).
In the phase of safety analysis of a substation control system design
contribution of any identified potential security breaches to the identified
hazards should be considered.
In addition to safety and security, the availability of SAS is also of crucial
importance for total EPS control performance.
Security issues
Security needs to be considered in communications, in computer systems
design, in products that are purchased, and in employee methods, procedures
and training.
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In available publications there is almost the complete lack of documentation
of existing practice with reference to design, validation and commissioning of
substation computer-based control and protection systems, including applied
methods and techniques for ensuring security of the systems. There are no
international or European standards for ensuring security of computer
systems applied in power networks. Existing standards contain only general
requirements9 and general guidelines for assuring security of substation
computer systems10.

9 IEC 61850, Communication Networks and Systems in Substations, Parts 3-4, 2002, (Parts 1, 2, and 5-10
work in progress).
IEC 60870 Telecontrol Equipment and Systems, Parts 1-6, 1988-2002.
IEC 61334, Distribution Automation Using Distribution Line Carrier Systems, Parts1-6, 1995-2001.
10 IEEE Std 1402-2000: IEEE Guide for Electric Power Substation Physical and Electronic Security.
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8.5 SUMMARY OF REVIEW RESULTS FOR ISO/IEC 17799
In generating this table from the evaluations reported in section 4 of this
report, the following rules were applied;
The highest level of applicability identified by any of the four reviewers
(NA(not applicable), A(applicable) or VA(very applicable)) was entered into
column 1.
AG - additional guidance would be beneficial was entered into column 2 if
any of the four reviewers had identified this as a requirement, otherwise OK
was entered.
YES - aspect(s) particular to the security of safety critical systems have not
been adequately addressed in this section was entered in column 3 if any of
the four reviewers had identified this to be so, otherwise NO was entered.
There were aspects particular to the security of safety critical systems
identified that are not adequately addressed in the two documents studied
where it was difficult to associate the inadequacy with a particular section. A
list of these aspects is presented in sub-section 6.1.
1

2

3

NA/A/VA

OK/AG

NO/YES

What is information security?

VA

AG

YES

Why information security is needed

VA

AG

YES

How to establish security requirements

VA

AG

YES

Assessing security risks

VA

AG

YES

Selecting controls

VA

AG

NO

Information security starting point

VA

AG

YES

Critical success factors

VA

AG

YES

Developing your own guidelines

VA

OK

NO

SCOPE

VA

OK

NO

INTRODUCTION

1
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2

TERMS AND DEFINITIONS

2.1

Information Security

2.2

A

AG

YES

Risk Assessment

VA

AG

YES

2.3

Risk Management

VA

AG

YES

3

SECURITY POLICY

3.1

Information Security Policy

VA

OK

YES

3.1.1

Information Security Policy Document

VA

OK

YES

3.1.2

Review and Evaluation

VA

OK

YES

4

ORGANIZATIONAL SECURITY

4.1

Information Security Infrastructure

VA

OK

NO

4.1.1

Management Information Security Forum

VA

OK

NO

4.1.2

Information Security Co-ordination

VA

OK

NO

4.1.3

Allocation of Information Security
Responsibilities

VA

OK

NO

4.1.4

Authorization Process for Information
Processing Facilities

VA

OK

NO

4.1.5

Specialist Information Security Advice

VA

OK

YES

4.1.6

Co-operation between Organizations

VA

OK

NO

4.1.7

Independent Review of Information Security

VA

OK

YES

4.2

Security Of Third Party Access

VA

OK

NO

4.2.1

Identification of Risks from Third Party Access

4.2.1.1

Types of Access

VA

AG

NO

4.2.1.2

Reasons for Access

VA

OK

NO

4.2.1.3

On-site Contractors

VA

OK

NO

4.2.2

Security Requirements in Third Party Contracts

VA

OK

NO
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4.3

Outsourcing

A

AG

YES

4.3.1

Security Requirements in Outsourcing Contracts

VA

OK

NO

5

ASSET CLASSIFICATION AND CONTROL

5.1

Accountability For Assets

A

OK

NO

5.1.1

Inventory of Assets

VA

AG

NO

5.2

Information Classification

VA

AG

YES

5.2.1

Classification Guidelines

VA

OK

YES

5.2.2

Information Labelling and Handling

VA

OK

NO

6

PERSONNEL SECURITY

6.1

Security In Job Definition And Resourcing

A

OK

YES

6.1.1

Including Security in Job Responsibilities

A

OK

NO

6.1.2

Personnel Screening and Policy

A

OK

NO

6.1.3

Confidentiality Agreements

VA

OK

NO

6.1.4

Terms and Conditions of Employment

VA

OK

NO

6.2

User Training

VA

OK

YES

6.2.1

Information Security Education and Training

VA

OK

YES

6.3

Responding To Security Incidents And
Malfunctions

VA

OK

NO

6.3.1

Reporting Security Incidents

VA

AG

NO

6.3.2

Reporting Security Weaknesses

VA

AG

NO

6.3.3

Reporting Software Malfunctions

VA

AG

YES

6.3.4

Learning from Incidents

VA

OK

NO

6.3.5

Disciplinary Process

A

OK

NO

7

PHYSICAL AND ENVIRONMENTAL
SECURITY
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7.1

Secure Areas

VA

OK

YES

7.1.1

Physical Security Perimeter

VA

AG

YES

7.1.2

Physical Entry Controls

VA

AG

YES

7.1.3

Securing Offices, Rooms and Facilities

VA

AG

YES

7.1.4

Working in Secure Areas

VA

AG

YES

7.1.5

Isolated Delivery and Loading Areas

VA

AG

YES

7.2

Equipment Security

VA

AG

YES

7.2.1

Equipment Siting and Protection

VA

AG

YES

7.2.2

Power Supplies

VA

AG

YES

7.2.3

Cabling Security

VA

AG

YES

7.2.4

Equipment Maintenance

VA

AG

YES

7.2.5

Security of Equipment Off-premises

A

OK

NO

7.2.6

Secure Disposal or Re-use of Equipment

VA

OK

NO

7.3

General Controls

VA

AG

NO

7.3.1

Clean Desk and Clear Screen Policy

VA

OK

NO

7.3.2

Removal of Property

VA

OK

NO

8

COMMUNICATIONS AND OPERATIONS
MANAGEMENT

8.1

Operational Procedures And Responsibilities

VA

AG

YES

8.1.1

Documented Operating Procedures

VA

AG

YES

8.1.2

Operational Change Control

VA

AG

NO

8.1.3

Incident Management Procedures

VA

AG

YES

8.1.4

Segregation of Duties

VA

AG

NO

8.1.5

Separation of Development and Operational
Facilities

VA

AG

NO
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8.1.6

External Facilities Management

A

AG

YES

8.2

System Planning And Acceptance

VA

OK

NO

8.2.1

Capacity Planning

A

OK

NO

8.2.2

System Acceptance

VA

AG

YES

8.3

Protection Against Malicious Software

VA

OK

YES

8.3.1

Controls against Malicious Software

VA

OK

YES

8.4

Housekeeping

A

OK

NO

8.4.1

Information Back-up

A

OK

YES

8.4.2

Operator Logs

VA

OK

YES

8.4.3

Fault Logging

VA

AG

YES

8.5

Network Management

VA

OK

NO

8.5.1

Network Controls

VA

AG

YES

8.6

Media Handling And Security

A

OK

NO

8.6.1

Management of Removable Computer Media

A

OK

NO

8.6.2

Disposal of Media

VA

OK

NO

8.6.3

Information Handling Procedures

VA

OK

NO

8.6.4

Security of System Documentation

VA

OK

NO

8.7

Exchanges Of Information And Software

A

AG

YES

8.7.1

Information and Software Exchange
Agreements

A

AG

YES

8.7.2

Security of Media in Transit

A

OK

NO

8.7.3

Electronic Commerce Security

A

AG

NO

8.7.4

Security of Electronic Mail

8.7.4.1

Security Risks

A

AG

NO

RdMapD31.doc MARCH 2003

262

8.7.4.2

Policy on Electronic Mail

A

AG

NO

8.7.5

Security of Electronic Office Systems

VA

AG

NO

8.7.6

Publicly Available Systems

A

AG

NO

8.7.7

Other Forms of Information Exchange

A

AG

NO

9

ACCESS CONTROL

9.1

Business Requirement For Access Control

VA

AG

NO

9.1.1

Access Control Policy

VA

AG

YES

9.1.1.1

Policy and Business Requirements

VA

AG

YES

9.1.1.2

Access Control Rules

VA

AG

NO

9.2

User Access Management

VA

AG

NO

9.2.1

User Registration

VA

AG

NO

9.2.2

Privilege Management

VA

AG

YES

9.2.3

User Password Management

VA

AG

NO

9.2.4

Review of User Access Rights

VA

AG

NO

9.3

User Responsibilities

VA

OK

NO

9.3.1

Password Use

VA

OK

NO

9.3.2

Unattended User Equipment

VA

OK

NO

9.4

Network Access Control

VA

AG

YES

9.4.1

Policy on Use of Network Services

VA

AG

NO

9.4.2

Enforced Path

VA

OK

NO

9.4.3

User Authentication for External Connections

VA

AG

NO

9.4.4

Node Authentication

VA

AG

NO

9.4.5

Remote Diagnostic Port Protection

VA

AG

YES

9.4.6

Segregation in Networks

A

OK

NO
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9.4.7

Network Connection Control

A

OK

NO

9.4.8

Network Routing Control

VA

OK

NO

9.4.9

Security of Network Services

A

OK

NO

9.5

Operating System Access Control

VA

AG

YES

9.5.1

Automatic Terminal Identification

A

OK

NO

9.5.2

Terminal Log-on Procedures

VA

OK

NO

9.5.3

User Identification and Authentication

VA

OK

NO

9.5.4

Password Management System

VA

OK

NO

9.5.5

Use of System Utilities

A

AG

YES

9.5.6

Duress Alarm to Safeguard Users

A

AG

YES

9.5.7

Terminal Time-out

A

OK

YES

9.5.8

Limitation of Connection Time

A

OK

YES

9.6

Application Access Control

VA

AG

NO

9.6.1

Information Access Restriction

VA

AG

NO

9.6.2

Sensitive System Isolation

VA

AG

NO

9.7

Monitoring System Access And Use

VA

OK

NO

9.7.1

Event Logging

VA

OK

NO

9.7.2

Monitoring System Use

9.7.2.1

Procedures and Areas of Risk

VA

OK

NO

9.7.2.2

Risk Factors

A

OK

NO

9.7.2.3

Logging and Reviewing Events

A

OK

NO

9.7.3

Clock Synchronization

VA

OK

NO

9.8

Mobile Computing And Teleworking

A

AG

NO

9.8.1

Mobile Computing

A

AG

NO
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9.8.2

Teleworking

A

OK

NO

10

SYSTEMS DEVELOPMENT AND
MAINTENANCE

10.1

Security Requirements Of Systems

VA

AG

YES

10.1.1

Security Requirements Analysis and
Specification

VA

AG

YES

10.2

Security In Application Systems

VA

AG

YES

10.2.1

Input Data Validation

VA

OK

YES

10.2.2

Control of Internal Processing

10.2.2.1

Areas of Risk

VA

AG

YES

10.2.2.2

Checks and Controls

VA

OK

YES

10.2.3

Message Authentication

A

AG

NO

10.2.4

Output Data Validation

VA

AG

NO

10.3

Cryptographic Controls

A

OK

YES

10.3.1

Policy on the Use of Cryptographic Controls

A

OK

NO

10.3.2

Encryption

A

OK

YES

10.3.3

Digital Signatures

A

OK

YES

10.3.4

Non-repudiation Services

A

OK

YES

10.3.5

Key Management

10.3.5.1

Protection of Cryptographic Keys

A

OK

NO

10.3.5.2

Standards, Procedures and Methods

A

OK

NO

10.4

Security Of System Files

VA

AG

YES

10.4.1

Control of Operational Software

VA

OK

NO

10.4.2

Protection of System Test Data

A

OK

NO

10.4.3

Access Control to Program Source Library

VA

OK

NO
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10.5

Security In Development And Support
Processes

VA

OK

NO

10.5.1

Change Control Procedures

VA

AG

YES

10.5.2

Technical Review of Operating System Changes

VA

AG

NO

10.5.3

Restrictions on Changes to Software Packages

VA

AG

YES

10.5.4

Covert Channels and Trojan Code

A

AG

YES

10.5.5

Outsourced Software Development

VA

AG

NO

11

BUSINESS CONTINUITY MANAGEMENT

11.1

Aspects Of Business Continuity Management

A

AG

YES

11.1.1

Business Continuity Management Process

A

AG

YES

11.1.2

Business Continuity and Impact Analysis

A

AG

NO

11.1.3

Writing and Implementing Continuity Plans

A

AG

NO

11.1.4

Business Continuity Planning Framework

VA

OK

NO

11.1.5

Testing, Maintaining and Re-assessing Business
Continuity Plans

11.1.5.1

Testing the Plans

A

OK

NO

11.1.5.2

Maintaining and Re-assessing the Plans

A

OK

NO

12

COMPLIANCE

12.1

Compliance With Legal Requirements

A

AG

YES

12.1.1

Identification of Applicable Legislation

VA

OK

NO

12.1.2

Intellectual Property Rights (IPR)

12.1.2.1

Copyright

A

OK

NO

12.1.2.2

Software Copyright

A

OK

NO

12.1.3

Safeguarding of Organizational Records

VA

OK

NO

12.1.4

Data Protection and Privacy of Personal

VA

OK

NO
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Information
12.1.5

Prevention of Misuse of Information Processing
Facilities

VA

OK

NO

12.1.6

Regulation of Cryptographic Controls

A

OK

NO

12.1.7

Collection of Evidence

12.1.7.1

Rules for Evidence

A

OK

NO

12.1.7.2

Admissibility of Evidence

A

OK

NO

12.1.7.3

Quality and Completeness of Evidence

A

OK

NO

12.2

Reviews Of Security Policy And Technical
Compliance

VA

OK

NO

12.2.1

Compliance with Security Policy

VA

OK

NO

12.2.2

Technical Compliance Checking

VA

OK

NO

12.3

System Audit Considerations

VA

OK

NO

12.3.1

System Audit Controls

VA

OK

NO

12.3.2

Protection of System Audit Tools

VA

OK

NO
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8.6 RESULTS SUMMARY FOR THE BASELINE PROTECTION MANUAL
In generating this table from the evaluations reported in section 5 of this
report, the following rules were applied;
The highest level of applicability identified by any of the four reviewers (NA,
A or VA) was entered into column 1.
AG - additional guidance would be beneficial was entered into column 2 if
any of the four reviewers had identified this as a requirement, otherwise OK
was entered.
YES - aspect(s) particular to the security of safety critical systems have not
been adequately addressed in this section was entered in column 3 if any of
the four reviewers had identified this to be so, otherwise NO was entered.
There were aspects particular to the security of safety critical systems
identified that are not adequately addressed in the two documents studied
where it was difficult to associate the inadequacy with a particular section. A
list of these aspects is presented in sub-section 6.1.

PREFACE
CHANGES
INTRODUCTION
1

1.2

FINDING YOUR WAY AROUND THE IT BASELINE
PROTECTION MANUAL
IT Baseline Protection: the Aim, Concept and Central
Idea
Structure and Interpretation of the Manual

1.3

Using the IT Baseline Protection Manual

1.4

Brief Outline of Existing Modules

1.5

Resources

2

USING THE IT BASELINE PROTECTION MANUAL

2.1

IT Structure Analysis

1.1
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1

2

3

NA/A/VA

OK/AG

NO/YES

2.2

Assessment of Protection Requirements

2.3

IT Baseline Protection Modelling

2.4

Basic Security Check

2.5

Supplementary Security Analysis

2.6

Implementation of IT Security Safeguards

2.7

IT Baseline Protection Certificate

3

GENERIC COMPONENTS

3.0

IT Security Management

3.1

Organisation

3.2

Personnel

3.3

Contingency Planning

3.4

Data Backup Policy

3.5

Data Privacy Protection

3.6

Concept of computer virus protection

3.7

Crypto-concept

3.8

Handling of security incidents

3.9

Hardware- and Software-Management

4

INFRASTRUCTURE

4.1

Buildings

4.2

Cabling

4.3.1

Office

4.3.2

Server Room

4.3.3

Data Media Archives

4.3.4

Technical Infrastructure Room
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A

AG

YES

A

AG

YES

A

AG

NO

A

AG

YES

VA

OK

NO

VA

OK

NO

VA

OK

YES

A

OK

YES

VA

AG

YES

VA

AG

YES

VA

AG

YES

VA

AG

NO

VA

AG

YES

VA

AG

NO

VA

OK

NO

VA

AG

NO
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4.4

Protective Cabinets

4.5

Working place at home

4.6

Computer Centres

5

NON-NETWORKED SYSTEMS

5.1

DOS-PC (single user)

5.2

Unix-System

5.3

Laptop PC

5.4

DOS-PC (multiuser)

5.5

Windows NT PC

5.6

Windows 95 PC

5.99

Stand-alone IT systems

6

NETWORKED SYSTEMS

6.1

Server-supported Network

6.2

Unix-Server

6.3

Peer-to-Peer Network

6.4

Windows NT Network

6.5

Novell Netware 3.x

6.6

Novell Netware 4.x

6.7

Heterogeneous Networks

6.8

Network and System Management

7

DATA TRANSMISSION SYSTEMS

7.1

Exchange of Data Media

7.2

Modem

7.3

Firewall
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VA

AG

NO

A

OK

NO

A

OK

NO

VA

OK

NO

VA

OK

NO

A

OK

NO

VA

OK

NO

VA

OK

NO

VA

OK

NO

VA

OK

NO

VA

OK

YES

VA

OK

YES

VA

OK

YES

VA

OK

YES

VA

OK

YES

VA

OK

YES

VA

OK

YES

VA

OK

NO

VA

OK

NO

VA

OK

NO

VA

OK

YES

7.4

E-Mail

7.5

WWW server

7.6

Remote Access

7.7

Lotus Notes

8

TELECOMMUNICATIONS

8.1

Telecommunications System (PBX)

8.2

Fax Machine

8.3

Answering Machine

8.4

LAN integration of an IT system via ISDN

8.5

Fax server

8.6

Mobile Telephones

9

OTHER IT COMPONENTS

9.1

Standard software

9.2

Databases

9.3

Telecommuting

S

SAFEGUARDS CATALOGUES

S1

Infrastructure

S2

Organisation

S3

Personnel

S$

Hardware/Software

S5

Communications

S6

Contingency planning

T

THREATS CATALOGUES

T1

Force majeure
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A

OK

NO

VA

OK

NO

VA

AG

NO

A

OK

NO

A

OK

NO

A

OK

NO

A

OK

NO

A

OK

YES

A

OK

NO

VA

OK

YES

VA

AG

NO

VA

OK

NO

A

OK

NO

VA

OK

NO

A

OK

NO

VA

OK

NO

VA

OK

YES

VA

OK

NO

VA

OK

YES

A

OK

YES
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T2

Organisational Shortcomings

T3

Human Failure

T4

Technical Failure

T5

Deliberate acts
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VA

OK

YES

VA

OK

YES

VA

OK

YES

A

OK

YES

