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1. APPROVAL/MODIFICATION OF AGENDA

It was agreed to handle the agenda as given in the slides (appendix 2) very briefly and then use the main
body of the meeting to discuss the future of the security subgroup in view of the very low attendance.

2. APOLOGIES & INTRODUCTIONS

For apologies see the plenary minutes.

3. REVIEW MINUTES OF LAST MEETING

The minutes (WP 5578) had been circulated to the attendees prior to the meeting and their comments have
been incorporated. The final version is available on the EWICS site in the member's area.

4. STATUS OF ACTIONS

Number Action Actionee(s) Status
07-1-08 Produce a flyer and ask 

companies for support
Odd Nordland
Peter Daniel

Ongoing. A draft flyer has been produced
and will be finalised offline.
Due with documents for next meeting.

08-2-02 Review conclusions in 
WP 5016 (BP1)

Peter Daniel Closed
See WP 5016 Draft T

11-1-01 Review section 2.3 
(GISA) in WP 5016 (BP1)

Odd Nordland Closed
See WPP 5016 Draft T

15-1-01 Finalise Briefing Paper 4 
(WP5064) on Security 
Activities in the Safety 
Lifecycle. and present it at
the next meeting.

Erwin Schoitsch Open. Due winter meeting 2017.

15-2-02 Review WP5183 Geoff Duke Open. Due next meeting.
16-2-01 Present the AMASS pro-

ject to determine its rela-
tionship with Briefing Pa-
per 4.

Barbara Gallina Open.
The AMASS project was presented at the
plenary meeting, but its relevance to BP4 
was not discussed.
Due next meeting

16-2-02 Inform Alessandro Lazari 
who will be EWICS point 
of contact.

Peter Daniel Closed.
Janusz Górski has been nominated.

16-2-03 Ask active members of 
the subgroup to volunteer 
for taking over the chair.

Odd Nordland Closed.
Janusz Górski is willing to take over the 
chair pending acceptance of his proposed 
way of working by the subgroup.
There are currently no volunteers for the 
vice chair.

5. DOCUMENTS PRESENTED AT THIS MEETING
Meeting Slides

WP 1512/37 MDS Guideline
WP 5148/6/2 Security of Industrial Computer Systems Articles in 2016
WP 5185 IACS Proposals from the ERNCIP Thematic Group
WP 5578 Minutes from last meeting

WP 5580 - Trondheim 2016 - 0.1.odt Page 2



6. ERNCIP Assurance and Certification for Trustworthy and Secure ICT
systems, services and components

The status is given in the slides (see appendix 2). The conference call had to be cancelled, so a proposal for
our contribution could not be made yet.

7. BRIEFING PAPERS STATUS

The status is given in the slides (see appendix 2).

Briefing Paper 4, Security Activities in the Safety Lifecycle (WP5064), has not made any progress for a
long time. Erwin Schoitsch regularly states that he will finalise the document by the next meeting, but due
to his extreme work load he hasn't succeeded. The paper should be kept alive, because there are European
projects for which it will be relevant, e.g. AMASS (www.amass-ecsel.eu/).

The AMASS project was presented at the plenary meeting, but its relevance to Briefing Paper 4 was not dis-
cussed. Action 16-02-01 therefore remains open.

8. MDS GUIDELINE

See slides (appendix 2). The modifications to the text that had been agreed have not been incorporated into
the last provided version and no new version has been provided. The agreed changes are recapitulated here:

• Section 1.8:
◦ The definition of security should be adopted from one of the referenced standards rather than

making yet another definition.

• Section 2.2.2.9:
◦ The first sentence should be deleted.

◦ In the next sentence, “may” should be replaced by “should”.

◦ “Threads” should be “Threats”

◦ Table 1 should be elaborated or deleted: What is the justification for allocating EALs to SILs? A
higher EAL does not imply a higher degree of security, it just indicates a higher confidence in the
existing security level. For many high SIL systems, many aspects of security are not relevant and
therefore will not need to be assessed.

◦ The second last bullet should be expanded to address intrusion tolerance.

9. EMERGING INDUSTRIAL SECURITY STANDARDS

For international standards see slides (appendix 2). Changes are highlighted in bold.

10. EUROPEAN PROJECTS

See slides (appendix 2). SAFECOMP should be added to the list.

11.ELECTION OF SUBGROUP OFFICERS

Janusz Górski is willing to take over the chairmanship but wants his programme to be explicitly accepted by
the subgroup before he takes over. Since there were only 5 participants present (including Janusz), the elec-
tion was postponed to the next meeting. Janusz Górski’s vision is presented in appendix 1.

There were no candidates for the vice chair, so that election is also postponed.
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12.WORK PLAN

The work plan (see slides in appendix 2) is no longer valid; a new plan must be agreed at the next meeting.

13.WEB PAGE

The page has been updated.

14.INDUSTRIAL COMPUTER SYSTEMS SECURITY ARTICLES

WP 5148/6/2 was briefly presented.

15. SECURITY CONFERENCES, SUBGROUP FLYER, WEB PAGE REVIEW

The remaining points on the agenda were not discussed.

16.APPENDICES

Appendix 1: Proposal for future work

See next 4 pages

Appendix 2: Slides

See last 24 pages
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EWICS Security s/g 
vision for years 2017-2018 

• Change of orientation: from monitoring 
the domain to goal-driven approach 

• Establishing liaisons: Working in close 
relation with a strategic partner 

• Narrowing the scope: selecting key focal 
objectives to be concentrated on 

 

 
Personal viewpoint by Janusz Górski 



• Goal-driven approach 
– Focusing on (realistic) key objectives, planning for tangible results and 

delivering in time  

• Strategic partner (for years 2017-2018) 
– ERNCIP Project in EC JRC in Ispra working towards European IACS 

Components Cyber-security Compliance&Certification Scheme (C&C 
Scheme) 

 

 



• Key focal objectives: 
1. Contributing to the definition of EU IACS C&C Scheme by providing 

expertise from safety perspective 

• Result: Definition of C&C with explicit acknowledgement of EWICS input – end of 
2017 

2. Critical review of the present tasks carried by EWICS Security and giving the  
highest priority to those which are relevant to Objective 1 (example: BP8: 
Gaps in Industrial Control Systems Security Standards) 

• Result: a document potentially bringing added value to Objective 1 – summer 
2017 

3. Supporting implementation of IACS C&C Scheme by developing  Conformity 
Tempates related to the the security criteria for IACS components 

• Results:  

– proof of concept (candidate: IEC 62443/IASSecure) –  end of 2017 

– Conformity templates for EU C&C criteria – May 2018 

– User feedback (on the condition that the proposed IACS C&C Scheme will get into the 
validation phase planned for 2018) – end of 2018 

– All results will be developed with the help of NOR-STA tool. The results will be 
accessible on-line and will also be exported to XML format (OMG SACM XML format) 
to make them reusable in different tools. 

 

 



We invite those interested to work 
towards these  Objectives to join 

EWICS Security 

• Contact: 

Janusz Górski 

Dept. of Software Engineering 

Gdansk University of Technology 

Email: jango@pg.gda.pl 

Tel: +48 604 050 041 

mailto:jango@pg.gda.pl


SECURITY OF SAFETY CRITICAL COMPUTER SYSTEMS S/G
AGENDA

• REVIEW MINUTES OF LAST MEETING IN TOULOUSE (WP5578)
- Status of actions

• DOCUMENTS PRESENTED AT THIS MEETING

• ERNCIP Assurance and Certification for Trustworthy and Secure ICT 
systems, services and components
- Overview
- Conference Call CANCELLED
- Contribution Proposal

• BRIEFING PAPERS
- Status
- BP4 - Security Activities in the Safety Lifecycle (WP5064)
- Member’s Project

• MDS GUIDELINE SECURITY SECTIONS

• EMERGING INDUSTRIAL SECURITY STANDARDS
- ISO/IEC 27000 Series: CoP for Information Security Management
- ISA 99 / IEC62443 IACS Emerging Standards
- STANDARDS GROUPS LIAISON 

- IEC TC56 Ad-Hoc Group: Coordinating Safety & Security 
Standards

• EUROPEAN RESEARCH PROJECTS

• ELECTION OF SUBGROUP OFFICERS

• 2017 WORKPLAN

• INDUSTRIAL COMPUTER SYSTEMS SECURITY ARTICLES (WP 5148/6/2)

• SECURITY CONFERENCES

• SUBGROUP FLYER

• SUBGROUP WEB PAGE REVIEW

• ANY OTHER BUSINESS
- Safecomp Activities

• HOMEWORK



DOCUMENTS
SECURITY MEETING

Meeting Slides

MDS Guideline

WP5148/6/2 Security of Industrial Computer Systems Articles in 2016

WP5185 IACS Proposals from the ERNCIP Thematic Group

WP5578 Minutes from last meeting

ACTIONS

07-1-08 Produce a flyer for support from companies O Nordland/P Daniel

08-2-02 Review BP1 Conclusions P Daniel

11-1-01 Review BP1 (WP5016) section 2.3 (GISA) O Nordland

15-1-01 Finalise Briefing Paper 4 (WP5064) E Schoitsch
Security Activities in the Safety Lifecycle.

15-2-02 Review WP5183 [Aligning Safety & security for IACS] G Duke

16-2-01 Present AMASS & determine relevance to BP4 B Gallina

16-2-02 Nominate & inform A Lazari of point of contact P Daniel

16-2-03 Ask for nominations for subgroup chair O Nordland



IACS Components European Compliance and Certification Scheme 
(WP5185) [Conference Call: Alessandro Lazari, Project Officer JRC]

Report, published November 2014, provided by Sandro Bologna, co-author of 
the report. ERNCIP is the European Reference Network for Critical 
Infrastructure Protection.

The ERNCIP Thematic Group (TG), Case studies for the Cyber-security of 
Industrial Automation & Control Systems was started in January 2014 to 
answer the question: 
 ‘Do European critical infrastructure operators need to get IACS’ components 
or sub-systems tested and “certified” (T&C) with regard to their cyber-
security?’ 
And if the answer was yes, it had to answer a corollary question: ‘What are 
(roughly) the conditions of feasibility for successfully implementing a 
European IACS T&C scheme?’

This report presents:
• The results of 13 short case studies and TG experts’ discussions that helped in 

answering the first question.
• A set of research directions in the form of a possible European IACS Cyber-security 

Compliance & Certification (C&C) scheme, as an answer to the corollary question.
• A research and action roadmap towards the possible implementation of the 

proposed European IACS components Cyber-security Compliance & Certification 
Scheme.

The proposed research and action plan for 2015-20 is made of seven projects:
1. Stakeholders consultation and project planning
2. Product Register development
3. Cyber-security Common Requirements project
4. Standard Security Profiles project
5. Compliance & Certification Process project
6. Transition & Implementation Plan
7. Launch of the C&C Scheme.

ACTION 15-2-03 ON PETER DANIEL TO EXPRESS INTEREST AND INVITE SANDRO
[14/8/15] After the publication of the document you discussed at the last EWICS TC7 
nothing happened from the side of ERNCIP TG IACS. That because of some bureaucracy 
problem between JRC and Brussels. Now the situation has been clarified and the work 
should restart end of September. From last time, nothing new has been produced. I have 
forwarded your message to the Chair of the TG IACS, Paul Theron from France. At these 
days he is in vacation. As soon as I will get an answer from him I will keep you informed. 
I will do my best to make possible a cooperation among EWICS TC/ and ERNCIP TG IACS.
[10/1/16] Nothing officially has been produced after the publication of the Report you have 
downloaded. But there is a planning for the year 2016 and beyond. Alessandro Lazari, 
reading also this email, is the people at JRC in charge for the planning of this activity. In 
addition to that, are you or your Subgroup aware of the H2020 Call DS-01-2016, please have
a look to:
https://ec.europa.eu/research/participants/portal4/desktop/en/opportunities/h2020/topics/2
425-ds-01-2016.html    



Assurance and Certification for Trustworthy and Secure ICT
systems, services and components (I of III)

Publication date: 14 October 2015  
Submission Deadline:   12 April 2016
Information on the outcome of the evaluation: maximum 5 months from the 
deadline for submission.
Signature of grant agreements: maximum 8 months from the deadline for 
submission.

SPECIFIC CHALLENGE
The constant discovery of vulnerabilities in ICT components, applications, 
services and systems is placing our entire digital society at risk. Insecure ICT 
is also imposing a significant cost on users (individuals and organisations) 
who have to mitigate the resulting risk by implementing additional technical 
and procedural measures which are resource consuming.

Smart systems, highly connected cyber-physical systems (CPS) are 
introducing a high dynamism in the system to develop and validate. Hence, 
CPS are evolving in a complex and dynamic environment, making safety-
critical decisions based on information from other systems not known during 
development.

Another key challenge is posed by domains, such as medical devices, critical 
infrastructure facilities, and cloud data centres, where security is deeply 
intertwined and a prerequisite for other trustworthiness aspects such as 
safety and privacy.

The challenges are further intensified by the increasing trend of using third 
party components for critical infrastructures, by the ubiquity of embedded 
systems and the growing uptake of IoT as well as the deployment of 
decentralized and virtualized architectures.

In order to tackle these challenges, there is a need of appropriate assurances 
that our ICT systems are secure and trustworthy by design as well as a need 
of certified levels of assurance where security is regarded as the primary 
concern. Likewise, target architectures and methods improving the efficiency 
of assurance cases are needed in order to lower their costs.



Assurance and Certification for Trustworthy and Secure ICT
systems, services and components (I of III)

SCOPE
a. Research and Innovation Actions - ASSURANCE
Providing assurance is a complex task, requiring the development of a chain 
of evidence and specific techniques during all the phases of the ICT Systems 
Development Lifecycle (SDLC for short: e.g. design verification, testing, and 
runtime verification and enforcement) including the validation of individual 
devices and components. These techniques are complementary yet all 
necessary, each of them independently contributing towards improving 
security assurance. It includes methods for reliability and quality 
development and validation of highly dynamic systems.

Proposals may address security, reliability and safety assurance at individual 
phases of the SDLC and are expected to cover at least one of the areas 
identified below, depending on their relevance to the proposal overall 
objectives:
• Security requirements specification and formalization;
• Security properties formal verification and proofs at design and runtime
• Secure software coding;
• Assurance-aware modular or distributed architecting and algorithmic;
• Software code review, static and dynamic security testing;
• Automated tools for system validation and testing;
• Attack and threat modelling;
• Vulnerability analysis;
• Vendor (third-party) application security testing;
• Penetration testing;
• Collection and management of evidence for assessing security and 

trustworthiness;
• Operational assurance, verification and security policy enforcement;
• Adaptive security by design and during operation.

Proposal should strive to quantify their progress beyond the state of the art in
terms of efficiency and effectiveness. Particular importance within this 
context should be placed on determining the appropriate metrics. Proposals 
should take into account the changing threat landscape, where targeted 
attacks and advanced persistent threats assume an increasingly more 
important role and address the challenge of security assurance in state-of-
the-art development methods and deployment models including but not 
limited to solutions focussing on reducing the cost and complexity of 
assurance in large-scale systems.

The Commission considers that proposals requesting a contribution from the 
EU between 3m & 4m € would allow this specific challenge to be addressed 
appropriately. Nonetheless, this does not preclude submission and selection 
of proposals requesting other amounts. The outcome of the proposals are 
expected to lead to development up to Technology Readiness Level 3 to 5.



Assurance and Certification for Trustworthy and Secure ICT
systems, services and components (II of III)

b. Innovation Actions – SECURITY CERTIFICATION

Proposals should address the challenge of improving the effectiveness and 
efficiency of existing security certification processes for state-of-the-art ICT 
components and products including the production and delivery of the 
corresponding guidance materials. 

In terms of effectiveness, proposals should address, amongst other factors, 
emerging threats, compositional certification and reuse of components in the 
context of certified systems and certification throughout the operational 
deployment of a product or a service.

In terms of efficiency, proposals should strive to reduce the cost and duration
of the certification process.

Proposals may address security certification in any area of their choice. 
Consortia submitting proposals are expected to approach the selected topic 
as widely as possible including all necessary actors – e.g. industry, academia,
certification laboratories - and involve the relevant certification authorities 
from at least three Member States in order to achieve added value at a 
European level.

Proposals are encouraged to work towards moderate to high assurance level 
protection profiles as a way to validate their results.

The Commission considers that proposals requesting a contribution from the 
EU between 3 and 4 m € would allow this specific challenge to be addressed 
appropriately. Nonetheless, this does not preclude submission and selection 
of proposals requesting other amounts. The outcome of the proposals are 
expected to lead to development up to Technology Readiness Level 6 to 7.



Assurance and Certification for Trustworthy and Secure ICT
systems, services and components (III of III)

c. Coordination and Support Actions

To complement the research and innovation activities in security assurance 
and certification in this topic, support and coordination actions should 
address the following:

Building trustworthiness: economic, legal and social aspects of security 
assurance and certification
• Study in depth the economic and legal aspects related to assurance and 

certification (including European-wide labelling), EU and International 
regulatory aspects;

• Explore and identify the interplay of relevant social, cultural, 
behavioural, gender and ethical factors with ICT systems with regards to
their trustworthiness and security, actual or perceived

• Identify barriers and incentives in the market for certified products in the
consumer and/or enterprise market;

• Produce a comprehensive cost/benefit model for security assurance and
certification;

Engage with multidisciplinary communities and stakeholders.

The Commission considers that proposals requesting a contribution from the 
EU of up to 1m € would allow this specific challenge to be addressed 
appropriately. Nonetheless, this does not preclude submission and selection 
of proposals requesting other amounts.

Expected Impact:
• European ICT offering a higher level of assurance compared to non-

European ICT products and services.
• ICT products and services more compliant with relevant European 

security and/or privacy regulations.
• ICT with a higher level of security assurance at marginally additional 

cost.
• Facilitation of mutual recognition of security certificates across the EU.
• Increased market uptake of secure ICT products.
• Increased user trust in ICT products and services.
• Reduction of negative externalities associated with deployment of 

insecure ICT.
• More resilient critical infrastructures and services.
• Progress beyond the state-of-the-art in the effectiveness and efficiency 

of the areas addressed by the proposals.



BRIEFING PAPERS
STATUS

BP1 - Information Security Management: (WP5016)
The relevant standards have changed so the paper is becoming antiquated. A 
final "snapshot" will be issued.
Draft T has been distributed for this meeting; comments received from E. Luiijf to be
incorporated in next issue.

BP2 - Information Operations (WP5017)
No further updates are foreseen.

BP4 - Security Activities in the Safety Lifecycle (WP5064)
Erwin Schoitsch to provide final draft.
ISA-TR84.00.09, Cybersecurity Related to the Functional Safety Lifecycle out 
for committee ballot by 30th September 2016.

BP5 - Remote Access (WP5045)
It was decided at the 2013 winter meeting to discontinue this briefing paper.

BP6 - Power station case study (WP5065)
Żdzisław Żurakowski has said the BP presents fundamental issues and does 
not require upgrade or supplement.

BP7 Safety & Security of Wireless Networked Diabetic Sensors Case Study
This is the case study being produced together with MeD Subgroup. Needs to 
be updated to reflect the results from the Delft workshop.

BP8 Gaps in Industrial Control Systems Security Standards
This is a new briefing paper to be discussed at this meeting.

BP9: Cyber Security of the Electrical Power Industry proposal (WP5173)
Proposal has been rejected.



MDS GUIDELINE SECURITY SECTIONS (I of IV)
MDS GUIDELINE V.38 CONTENTS LIST

1. Introduction
1.1 Scope
1.7 Relationship of the Guideline to other Documents
1.8 Terms and Definitions

Security
1.9 Conformance Clause
1.10 References (Bibliography)
1.11 Abbreviations

2 Redundant/Diverse System Architectures and Concepts
2.1 Introduction
2.2 Fault Tolerance
2.3 System Architectures and Concepts: Descriptions and Safety Argument
2.3.1 Fault Tolerant Architectures
2.3.2 Diversity Concepts
2.3.2.2 (System) Design Diversity
2.3.2.3 Diversity in Formal Analysis and Evaluation
2.3.2.4 (Software) Implementation Diversity
2.3.2.5 (Hardware) Functional Diversity
2.2.2.6 Signal Diversity
2.2.2.7 Equipment Diversity
2.2.2.8 Operational Diversity
2.2.2.9 Diversity and Security
2.2.2.10 Dividing the System into diverse Components

3 Guidance on Maintenance of Redundant / Diverse Systems and its 
Management

3.1 Impact of the System Architecture on the Maintenance Life Cycle
3.2 Specific Measures for Homogeneous Redundancy
3.2.1 Safety Implications of Homogeneous Redundancy
3.2.1.1 Common mode and common cause failures.
3.2.1.2 New Failure Modes.
3.2.1.3 Fail Safe
3.2.1.4 Fail Secure
3.2.1.5 Communication and Synchronisation, Stale Data
3.2.1.6 Security and Safety
3.2.1.7 Human Factors
3.3 Specific Measures for Diversity
3.3.1 Safety Implications of Diversity
3.3.1.1 Common Cause Failures
3.3.1.2 Common Mode Failures
3.3.1.3 Induced Failure Modes
3.3.1.4 New Failure by Complexity
3.3.1.5 Fail Safety
3.3.1.6 Fail Secure
3.3.1.7 Communication and Synchronisation
3.3.1.8 Security and Safety
3.3.1.9 Human Factors
3.4 Management of Redundancy and Diversity during the Maintenance Life Cycle
3.4.1 Set up of the Maintenance Life Cycle
3.4.2 Identification of Activities
3.4.3 Safety Impact Assessment
3.4.4 Security Impact Assessment and Risk Management
3.4.5 Execution
3.4.6 Re-Validation and Re-Verification
3.4.7 Re-integration
3.4.8 Documentation
3.5 The Impact of Safety Culture on Management of Operations and Maintenance

4 Examples



MDS GUIDELINE SECURITY SECTIONS (II of IV)

1.8  Terms and Definitions (Page 14)
Security
This definition should be adopted from one of the referenced standards.

2.2.2.9   Diversity and Security (Pages 29 & 30)
Delete ‘Diversity has a severe impact on security’. A system may (should be replaced by 
should) be looked at from the security point of view as well as from the safety and 
reliability viewpoint. Diversity means support security measures, on the other hand 
diversity and redundancy in equipment, access paths etc. may open hidden channels or 
loopholes for attacks. A detailed security assessment and evaluation is required in any 
case.

In principle any safety-related system should be protected against security threads (should
be ‘threats’) according to Table i. Based on discussions in …. CC.. example

Table i: Basic protection measures for safety-related computer systems REVIEW
Number SIL1 SIL2 SIL3 SIL4 Remarks

…1 EAL 
according to [iv]

EAL3 No 
diversity

EAL 4 EAL 5 EAL 6, or no 
external access
allowed

…2 diversity Or two diverse 
EAL 3 systems 

Or two diverse
EAL4 systems

Or two diverse 
EAL5 systems

…3 
…4
Table should be elaborated or deleted.

If diversity is used, as a minimum the following aspects have to be considered for 
employing diverse versions, algorithms of measures. The rest of this Guideline has to be 
considered mutatis mutandis:
• Protection profile including vulnerability analysis (in particular, if a distributed 

system is aimed at) 
• Calculation of mission times and related exposure times
• Availability of redundant reserve code in ROM
• Calculation of worst case reaction times and possible remedial actions in case of 

attack detection
• Encription and decription, if one has to protect against intrusion 

(should be expanded to address intrusion tolerance)
• Fire walls (secure gateways) from different manufacturers

3 Guidance on Maintenance of Redundant / Diverse Systems and its 
Management (Page 31)

Documentation concerning safety aspects has to be complete and be understandable for 
persons or organisations involved. Documentation concerning security measures has to 
be well known by authorized persons; distribution of details should be very limited, and 
access has to be traceable. On the other hand, a really secure system is a system which is 
secure against attacks although means and measures are well known, as it is given for 
frightening potential attackers (like CAVE CANEM!).

3.2.1.4 Fail Secure (Page 34)
 “Fail secure” normally means component/system shut down, hence denial of service, or 
access to resources is prohibited for a time (e.g. in case of password attack). 
we need also something like “fail secure”, for example proof number or sealing in classical
communication and freight transport.



MDS GUIDELINE SECURITY SECTIONS (III of IV)
3.2.1.6 Security and Safety (Pages 35 & 36)
The goal is to provide support in upgrading, maintenance and adaptation without violating 
the existing (or because of changed requirements to be achieved) redundancy properties 
of a system.
Security can be split into three aspects:
o Security of the maintenance and modification process (and its integrity, accessibility)
o Modification/maintenance of a security component (e.g. access control) of the system (e.g. 

certification)
o Modification/maintenance of the safety critical systems, which result in a security vulnerability.

With respect to safety, the following points are of particular importance:

Many safety related systems have been designed and developed without considering 
security issues in an appropriate way, especially because many systems are originally 
based on proprietary software, hardware as well as communication and not using critical 
infrastructure. Safety and security need a negotiation process as it is applied for safety 
and reliability in the general case (example given dangerous goods). This demands a 
holistic approach also taking into account economics etc.

In a networked world, this has changed. Therefore, Security should be analysed separately 
anew if not done before, as well as in context of safety and change.
It has to be noted, that safety, security and reliability may be in conflict with each other, 
and decisions on priorities have to be taken depending on the application and risks (e.g. 
security should prevent easy access to critical parts of a building, but in case of fire life is 
prioritized and the doors open, but on the other hand fire alarm may be deliberately used to
get easy access…).

Note: Security as a separate issue has become a relevant part of the maintenance work on 
the basic safety standard, IEC 61508, too. Unfortunately, later in the process the holistic 
approach was dropped and the topic delegated to another SC65C, WG 13, Digital 
Communications, “Communications Security Profiles for Process Control Systems”, thus 
neglecting the importance of interdependencies between safety and all types of security 
threats and breaches. This topic was taken over by TC 65, WG 10, working on a draft 
standard IEC 62443, Cybersecurity. Unfortunately, this group lost momentum, and the work
was transferred to ISA SP99, WG 4, the work of this group defined to be the input for IEC 
62443 and to be taken over. The general considerations relevant for this guideline are the 
following:
- Changing requirements, which are often a reason for maintenance and enhancement

of a system, may introduce new security threats. Redundancy may create additional 
security risks. Security should be analysed with respect to these risks during the 
maintenance process.

- Security is not only an issue in design and development, but also during 
maintenance, enhancement and operations, including access to and authenticity of 
documents, changes (patches, releases, versions, configurations, …). It is a crucial 
point for (re-)evaluation and (re-)certification of the systems under consideration as 
well as for the maintenance processes themselves, in addition to the conventional 
integrity, confidentiality and availability aspects, which should be considered 
specifically.

- The maintenance processes (central maintenance point in the plant, or remote 
maintenance) require a security assessment because of risks with respect to 
unauthorized access, authenticity problems and integrity issues (configuration 
management). Digital signatures, encryption of communication etc. are important 
points, even from the legal point of view since the legal basis was defined by an EU 
directive. 



MDS GUIDELINE SECURITY SECTIONS (IV of IV)
3.3.1.6 Fail Secure (Page 42)
TBD ref. chapter II, only measures here! DIVERSITY: improve/reduce security

3.3.1.8 Security and Safety (Page 42)
DIVERSITY: does it improve and/or reduce security?

Changing requirements, which are often a reason for maintenance and enhancement of a 
system, may introduce new security threats. Diversity may create additional vulnerability. 
Security (vulnerability) should be analysed with respect to these risks during the 
maintenance process.
The goal is to provide support in upgrading, maintenance and adaptation without violating 
the existing (or because of changed requirements to be achieved) diversity properties of a 
system. In principle, the issues discussed in 1.1.6 apply for diversity, too. 
Additionally, it should be considered, that diversity because of application of different 
means to resolve a safety and control problem is prone to additional risks: the method and
implementation has to be evaluated, as well as the possible interactions and side effects 
implied by the application of more than one method.

3.4.1 Set up of the Maintenance Life Cycle (Page 45)
Beside the more safety oriented issues, also security related aspects need to be 
considered like:
- change of security related personnel,
- changes in security culture,
- .. of the security community,
- .. of the respective company,
- .. of the company’s business partners,
- analyse upcoming new threats, including threats due to
- .. increased computing power,
- .. new worms, viruses, …
- .. discovery of existing vulnerabilities,
- .. possible revenge of disgrunted personnel,
- consider warnings that were given by members of the related security community

3.4.4 Security Impact Assessment and Risk Management (Page 46)
In addition to the safety impact assessment, also the assessment of the impact on security
is required. Associated with this, a risk management is necessary. 
The individual issues to be taken into account are:
- Operational security environment
- secure usage and environment assumptions
- vulnerability assessment
- policy assessment  
- Industrial Control system capabilities assessment
- safety impact of non-technology-oriented security issues
- safety impact of technology-oriented security issues
- Security verification, operation and maintenance assurance requirements
- policy 
- architecture <explanation>
- design
- testing
- residual risk assessment
Comment Peter Daniel: need description of items in the list rather than just a list of items.
Could do with separate sections on “security” and “safety and security” (describing 
identification, evaluation and resolution of conflicts between safety and security.  IEC 
62443-2-4 Security Management

4 Examples (Page 50)
Could look for examples where a security compromise has led to safety issues.



ISA-TR62443.02.03
Patch Management in the IACS Environment (WP 5147/2)

SCOPE
This technical report addresses the patch management aspects of IACS cyber
security.  Patch management is part of a comprehensive cyber security 
solution that increases cyber security through the installation of patches, also
called software updates, software upgrades, firmware upgrades, service 
packs, hotfixes, basic input output system (BIOS) updates, and other digital 
electronic program updates that resolve bug fixes, operability, reliability, and 
cyber security vulnerabilities. This document defines a small, easy to handle 
file format, using an extensible markup language (XML) structure, which 
allows users to identify the patches that are compatible with their automation 
products prior to installation of the patches in their facilities.

The exchanged information includes:
- An identification of the IACS product supplier providing the product
- An identification of the IACS supplier’s product
- An identification of the product supplier providing the patch
- An identification of the patch supplier’s product
- The patch supplier’s identification of the patch
- An indication if the patch is applicable to the IACS product
- An indication of the status of testing of the patch against the IACS 

product
- An indication of the results of testing of the patch against the IACS 

product

The format for the minimal patch compatibility information is based on XML 
and is defined using an XML schema definition (XSD) file. The patch 
information is identified as vendor patch compatibility (VPC). The document 
defines the patch compatibility information filename convention, the VPC file 
schema and its elements. 

ANNEXES
- VPC XSD format
- IACS asset owner guidance on patching
- IACS product supplier/service provider guidance on patching

STATUS
Draft 1 Edit 18 January 7, 2014
8th January 2014: The ISA99 co-chairs extended the due date for voting and 
comments to 06 March 2014 to allow more time for review. The ISA version 
has been approved on 1st July 2015 and published as an ANSI/ISA technical 
report. The equivalent IEC version is also available.



INDUSTRIAL SECURITY STANDARDISATION ACTIVITIES
ISO/IEC 27000 Series: CoP for Information Security

Management (ISM)
ISO/IEC 27000:2016 Overview and Vocabulary
ISO/IEC 27001:2013 ISM Requirements
ISO/IEC 27002:2013 Code of Practice for information security controls
ISO/IEC 27003:2010 ISM System (ISMS) Implementation Guidance
ISO/IEC 27004:2009 ISM - Measurement
ISO/IEC 27005:2011 Information Security Risk Management
ISO/IEC 27006:2015 Requirements for bodies providing audit and certification of 

ISMS 
ISO/IEC 27007:2011 Guidelines for ISMS auditing
ISO/IEC 27008:2011 TR: Guidelines for auditors on ISMS controls
ISO/IEC 27009:2016 Information Technology; Security techniques; Sector-

specific application of ISO/IEC 27001
ISO/IEC 27010:2015 ISM for inter-sector & inter-organisational comms
ISO/IEC 27013:2015 Guidance on the integrated implementation of 

ISO/IEC 27001 and ISO/IEC 20000-1
ISO/IEC 27014:2013 Governance of Information Security
ISO/IEC 27017:2015 Information security controls for cloud computing.
ISO/IEC 27018:2014 Privacy in public cloud computing services. 
ISO/IEC 27019:2013 TR: ISM guidelines for energy industry process control 

systems. Could merge with IEC 62243-2-1.
ISO/IEC 27023:2015 TR: Map the 2005 and 2013 versions of 27001 and 27002. 
ISO/IEC 27031:2011 ICT Guidelines for Business Continuity
ISO/IEC 27032:2012 Guidelines for Cybersecurity
ISO/IEC 27033 IT Network Security

P1:2015 Overview & concepts
P2:2012 Guidelines for design & implementation
P3:2010 Reference network scenarios
P4:2014 Securing comms with security gateways
P5:2013 Securing comms across n/ws with VPNs
P6:2016 IP network access using wireless

ISO/IEC 27035:2011 Security Incident Management 
Splitting into three parts to be published in 2016
P1:FDIS Principles of incident management
P2:FDIS Guidelines plan & prepare for incident response
P3:cancel Guidelines for incident response operations

ISO/IEC 27036 Security guideline for supplier relationships
P1:2014 Overview and concepts
P2:2014 Requirements
P3:2013 Guidelines for ICT supply chain security
P4:FDIS Guidelines for security of cloud services

ISO/IEC 27040:2015 Guidance on storage security
ISO 27799:2008 Health sector specific ISMS implementation guidance

To be revised to align with 2013 versions of ISO/IEC 27001 & 27002
To be published 2016.



ISA/IEC62443 Number Assignments & Status
[http://isa99.isa.org/ISA99%20Wiki/WP_List.aspx]

Work
Group

Title or Content Description ISA/IEC
Reference

Status

WG5 Gap assessment of ANSI/ISA-
99.02.01-2009 (WP5159)

62443-0-3 Approved

D1 E9 21/6/12

COMMON

WG3 Models and  Concepts (WP5095) TS 62443-1-1 Published Oct ‘07

In Revision

D5 E5 Oct ‘15

WG3 Master Glossary of Terms and 
Abbreviations

TR 62443-1-2 In Development

D1 E5 Aug ‘14

WG4 System Security Compliance 
Metrics (WP5142)

62443-1-3 In Development

 D1 E19 ‘16

TBD IACS Security Lifecycle and Use 
Cases

TR 62443-1-4 Proposed

D1 E1 Apr 2013

SECURITY PROGRAMME

WG2 IACS Security Management 
System - Requirements (WP5104)

62443-2-1 Published Feb ’09 

In Revision 

D7 E5 9/11/15

WG2 IACS Security Management 
System - Implementation 
Guidance (WP5133)

TR 62443-2-2 In Development

D1 E4 Apr 2013

WG6 Patch Management in the IACS 
Environment (WP5147)

TR 62443-2-3 Approved July 2015

IEC
TC65/
WG10

Requirements for  IACS Solution 
Suppliers

62443-2-4 Published. Available from IEC.

TECHNICAL - SYSTEM

WG1 Security Technologies for IACS TR 62443-3-1 Published 2007

In Revision 

D1 E1 Dec 2012

WG4 Security Risk Assessment & 
System Design (WP5186)

62443-3-2  Submitted for Approval

D6 E3

WG4 System Security Requirements 
and Security Assurance Levels

62443-3-3 Published 2013

TECHNICAL - COMPONENTS

WG4 Secure product development 
lifecycle requirements (WP5187)

62443-4-1 Draft for Vote 25/4/16

D3 E11 Mar ‘16

WG4 Technical Security Requirements 
for IACS Components (WP5168)

62443-4-2 Developing using Comments

D2 E4



STANDARDS GROUPS LIAISON

IEC TC56 AD-HOC GROUP (AHG1): FRAMEWORK TOWARD 
COORDINATING SAFETY & SECURITY STANDARDS
The objective of the ad-hoc group is to investigate directions in coordinating 
safety and security standards, both under normal resources conditions as 
well as in emergency situations, and to provide recommendations and a new 
work item proposal, if necessary. AHG1 consists of 30 experts from 13 
countries. At the AHG1 kick-off meeting on 28-29/10/14 in Frankfurt with 20 
experts from 11 countries, the different approaches in different domains (e.g 
railways, air, automotive, nuclear, industrial automation) were discussed. 
Erwin Schoitsch is a member of this group.



EUROPEAN RESEARCH PROJECTS
DIGILE: Strategic Research Agenda for Cyber Trust (WP5180)
Weblink: http://www.digile.fi/Services/researchprograms/cybertrust
Finnish national target is to become a leading nation in cyber security by 
2016. The aim of the Cyber Security Strategic Research Agenda (SRA) is to 
create foundation for research and industry to address the needs emerging in 
the cyber security domain. 100 companies involved over next four years with 
funding of 15-20m€/year.

Strategic Research Agenda for Cyber Trust Cooperation Proposal (WP5179)
Action from conference call with CTO (Pauli Kuosmanen) on 17th Feb 2015
[16/9/15] Situation with our program changed dramatically. Finland is in 
serious financial crisis and will be cutting government R&D funding seriously.
Currently we are fighting to get the program funded and that takes all our 
efforts.

FP7: RELEVANT PROJECTS
(http://cordis.europa.eu/fp7/security/projects_en.html)

BASYLIS  www.basylis.european-project.eu
Developing a low-cost smart sensing platform that can automatically and effectively detect 
a range of security threats in complex environments.

EMILI http://emili-project.eu
EMILI (Emergency Management in Large Infrastructures) is a capability project which aims 
at a new generation of data management and control systems for large Infrastructures. 

SECRET www.secret-project.eu
SECRET addresses the protection of railway infrastructure against EM attacks.

HORIZON 2020: RELEVANT PROJECTS PROJECTS
CORDIS > Projects & Results > Programme > Horizon 2020 > SECURITY

SafeCloud –  Secure and Resilient Cloud Architecture 

CREDENTIAL - Secure Cloud Identity Wallet 

CyberWiz - Cyber-Security Visualization and CAD-Tool for the Vulnerability 
Assessment of Critical Infrastructures

WISER - Wide-Impact cyber SEcurity Risk framework

CYPRES - CYPRES the ICS and SCADA security companion 

ERNCIP CBRNE STDS 16 - ERNCIP thematic group activities in 2016 
supporting development of Mandate 487 for standards in security



SEGRID (Security for Smart Electricity GRIDs )is a collaboration project, 
funded by the EU under the FP7 program. SEGRID partners are DSO’s 
Manufacturers, knowledge institutions and universities. SEGRID’s main 
objective is to enhance the protection of smart grids against cyber-attacks. 
We do this by applying a risk management analysis approach to a number of 
smart grid use cases (the SEGRID use cases), which will define security 
requirements and determine gaps in current security technologies, standards 
and regulations. The identified gaps and the analysis itself will give input to 
the enhancement of risk assessment methodologies and the development and
testing of novel security measures for smart grids.

www.segrid.eu

TNO is the leader of this project.

http://www.segrid.eu/


SECURITY SUBGROUP
YEAR’S WORKPLAN - 2017

WINTER MEETING (25th – 27th January, Erlangen)
• MDS Guideline Security Inputs finalised
• BP 4: Security Activities in the Safety Lifecycle (WP5064) – Final Draft
• BP 7: Safety & Security of Wireless Networked Diabetic Sensors – Draft
• BP 8: Gaps in Industrial Control Systems Security Standards – Draft
• ERNCIP Assurance and Certification for Trustworthy and Secure ICT systems, 

services and components: Proposal agreed
• Emerging Industrial Security Standards 

SPRING MEETING (26th - 28th April, Hall)
• BP 4: Security Activities in the Safety Lifecycle (WP5064) – V0 for comment
• BP 7: Safety & Security of Wireless Networked Diabetic Sensors – Final Draft
• BP 8: Gaps in Industrial Control Systems Security Standards – Final Draft
• ERNCIP Assurance and Certification for Trustworthy and Secure ICT systems, 

services and components: Task work
• Emerging Industrial Security Standards 
• Safecomp Activities

- Subgroup Briefing Paper
- Subgroup Slides
- Subgroup Flyer

SUMMER MEETING? (July)
• Briefing Papers
• Case Study – Security of Wireless Networked Diabetic Sensors
• Safecomp 2016: Poster Session, Other Activities

AUTUMN MEETING (11th & 12th September, Trento)
• BP 4: Security Activities in the Safety Lifecycle (WP5064) - Approval
• BP 7: Safety & Security of Wireless Networked Diabetic Sensors – V0 for comment
• BP 8: Gaps in Industrial Control Systems Security Standards – V0 for comment
• Subgroup Flyer – V0 for comment
• ERNCIP Assurance and Certification for Trustworthy and Secure ICT systems, 

services and components: Task work
• Emerging Industrial Security Standards 
• Agree next year’s workplan



INDUSTRIAL COMPUTER SYSTEMS SECURITY ARTICLES
(WP 5148/6/2) – ARTICLES SINCE LAST MEETING

August 31 Siemens: Advancing a Security Business
August 25 Attackers getting More Aggressive
August 25 As Attack Surface Hikes, Crime Damages to Double
August 19 Hackers Target Industrial Companies
August 17 Gaining Visibility on Malware Attacks
August 10 ICS Security: Threats, Visibility, Convergence
August 9 Security Training, Certificate Program
August 8 Insider Attacks Present a Danger
August 8 Black Hat: Hacking a Car, Again
August 8 Black Hat: Worm Growing in PLC
July 28 Wireless Keyboards Open to Attack
July 27 IMPACT on Cyber Security
July 26 Automotive Security Best Practices
July 25 No Security Plan in Place for Companies
July 22 Cyber Security: Where Does the Reasoning Begin?
July 21 2nd edition ISA Industrial Automation and Control System Security
July 21 Looking to Create a Secure Energy Sector
July 20 ICS Networks: Three Major Security Pitfalls
July 20 Program to Develop Grid Security
July 13 Security Risks in 3-D Printing
July 12 Zero Days in BMW Web Portal
July 11 ICS Components Still Connected to Internet
July 10 Security from Executive Level
July 1 Summit: Tips to Secure Remote Access
June 28 Crypto-Ransomware Attacks on Rise
June 21 HUG: Threats Hike, but there are Solutions
June 20 HUG: IIoT Hinges on Security
June 15 Defense in Depth: DNP3
June 10 Update Coming for Cybersecurity Framework
June 8 SUV Hack via Wi-Fi
June 07 Cyber-Securing Critical PLC Assets for Best IoT Results
June 03 Is Public/Private Cooperation Model to Help Solve Cyber Security Problem? 
June 2 Insurance Concern with ICS Vulnerabilities
June 1 Firewalls a Boost for Defense in Depth
May/June Industrial automation cybersecurity conformity assessments
May 31 Interest in IoT Yields Interest in OT Security
May 27 Training Doesn’t Thwart Insider Risk
May 25 Connect: ‘Aggressive as a Hacker’
May 20 CyberSecurity Strategy at Ford – IT & Automation Cooperation
May 13 Securing Industrial Wireless Networks
May 11 Security Alert: Securing Supply Chain
May 11 Answers on How to Secure Supply Chain
April 27 Securing Physical Security
April 27 DDoS Attacks Increase, IoT Risks Growing



SECURITY CONFERENCES

3rd Annual Industrial Control Cybersecurity Europe conference 
 September 26 - 28th
 London, UK
 Headline Sponsors Lockheed Martin Industrial Defender
http://industrialcontrolcyberseceurope.com/

EHI Live (UK Digital Health Event)
November 1st -2nd, Birmingham,  UK



SUBGROUP FLYER

PEDIGREE
- Subgroup formed in 1988 within EWICS TC7
- Has under forty members from eleven European countries as well as the

US, Canada, and Singapore 
- The members are from industry, government and research institutions.
- The industrial members have a range of experience in secure systems, 

access control, surveillance, transportation, process control, atomic 
energy, telecommunications and standardisation. 

- Government agencies include the regulatory, assessment and testing 
authorities. 

- Liaisons have been formed with other security committees.
- Information from the members' countries and organisations has 

provided the subgroup with the baseline information to produce generic 
security guidelines and case studies, in the form of briefing papers. 
These papers provide guidance to designers, developers, regulators and
users of safety-critical computer systems. 

- About every two years, the subgroup holds a symposium on security of 
safety critical computer systems, and SAFECOMP, the annual EWICS 
TC7 conference, normally includes a security session. 

- The subgroup was involved in the EWICS TC7 Roadmap project for the 
European Commission Joint Research Centre and a study on the 
applicability of security standards to the needs of safety critical 
systems. 

SUBGROUP OBJECTIVE
The objective of the subgroup is to provide guidance to purchasers and 
groups responsible for secure operation on what to specify with regard to 
security and how to undertake the specification process; to suppliers on how 
to satisfy the security requirements, while maintaining security during the 
project lifecycle and to users on how to manage and maintain security in their
industrial safety critical computer systems.

WHAT CAN THE SUBGROUP OFFER
- Guidance documents
- Case Studies
- Review company security guidelines & policy
- Access to emerging industry security standards and their implications
- Current news items on security of industrial systems



SUBGROUP WEB PAGE

• INTRODUCTION
- Subgroup Briefing Paper

• BRIEFING PAPERS
- Information Security Management
- Information Operations

• CASE STUDIES
- Power Substation

• LINKS
- International Security Standards
- National Security Standards
- International Security Organisations
- National Security Organisations
- Projects involved in Security of Safety Critical Systems
- Subgroup member’s companies
- Liaison Groups

• YEAR’S WORKPLAN

• MEMBERS PAGE (Access Control for EWICS members)
- Minutes
- Next Meeting Notes
- Outstanding Actions
- Contact Details
- Document List
- Documents for Review
- Briefing Papers

- Security Activities in the Safety Lifecycle
- Gaps in Industrial Control Systems Security Standards

- Case Study
- Safety & Security of Wireless Networked Diabetic Sensors

- Workshop Presentations

• CALENDAR OF SECURITY EVENTS

• CONTACTS
- Subgroup Chair & Vice-Chair



HOMEWORK

• BRIEFING PAPERS
- Information Security Management: (WP5016)
- Security Activities in Safety Lifecycle (WP5064)
- Gaps in Industrial Control Systems Security Standards

• CASE STUDY
- Safety & Security of Wireless Networked Diabetic Sensors

• EMERGING INDUSTRIAL SECURITY STANDARDS
- ISA/IEC-62443-4-1 Secure Product Development Lifecycle

• EUROPEAN PROJECTS
- ERNCIP Assurance and Certification for Trustworthy and Secure 

ICT systems, services and components: Proposal

• SUBGROUP FLYER

• MDS GUIDELINE INPUTS

• WEB PAGE

• MEMBERSHIP
- Gaining new members
- Member Project Presentations

• DEADLINES (About 18 Weeks to spring meeting in January)

- Minutes by 17th October (4 weeks)

- Action Responses before Christmas (18 weeks)

- Distribute meeting documents by 8th January (2 weeks before 
meeting)


